Chapter 2

Advanced Memory Safety Systems

and Defenses

,_{ Learning Objectives }

Upon completion of this chapter, you will be able to:

1. Describe how computer memory works at the machine level, including the
relationship between variables, addresses, pointers, and arrays.

2. Explain the fundamental concepts of spatial and temporal memory safety
and why they matter for system security.

3. Describe the organization of process memory, including the stack, heap, and
their significance in exploitation.

4. Identify and analyze common memory vulnerability classes including buffer
overflows, use-after-free, and integer overflows.

5. Demonstrate secure coding practices that prevent memory corruption vul-
nerabilities.

6. Apply compiler-based and operating system-level protections to harden soft-
ware against memory attacks.

7. Map memory safety practices to regulatory compliance frameworks includ-
ing NIST SP 800-53 and OWASP ASVS.

8. Evaluate the strategic benefits of transitioning to memory-safe programming

languages.

2.1 Introduction: The Persistence of Memory Unsafety

The foundation of modern digital infrastructure—operating system kernels, web
browsers, database engines, and high-performance servers—rests largely on program-
ming languages that grant developers direct control over system memory. Languages
like C and C++ have dominated systems programming for decades because they
enable developers to write code that executes with minimal overhead, directly man-

aging hardware resources and memory allocation [41].

45



2 Advanced Memory Safety Systems and Defenses

However, this power comes at a significant cost: cognitive burden. When pro-
gramming in C or C++, the developer effectively becomes the memory manager.
Unlike languages with automatic memory management (such as Java, Python, or
Go), C and C++ place the responsibility squarely on the programmer to:

e Ensure that memory is properly allocated before use

e Verify that array and buffer accesses remain within bounds
e Track the lifetime of dynamically allocated objects

e Free memory exactly once and never access it afterward

e Ensure that pointers remain valid throughout their use

The Memory Safety Gap

The C and C++ compilers do not enforce spatial safety (bounds checking) or
temporal safety (object lifetime validity). Consequently, a single mistake in

pointer arithmetic or buffer sizing can compromise the entire system.

2.1.1 The Scale of the Problem

Statistical analysis from major software vendors paints a stark picture. Both Mi-
crosoft and Google have independently reported that approximately 70% of all
severe vulnerabilities assigned a Common Vulnerabilities and Exposures (CVE)
identifier derive from memory safety violations [42, 43|. This is not a marginal
issue—it represents the dominant source of critical security bugs in the software
industry.

This persistence has elevated memory safety from a technical debugging issue to a
matter of national security. Government agencies including the Cybersecurity and
Infrastructure Security Agency (CISA) and the National Security Agency (NSA) now
explicitly categorize memory unsafety as a class of defect that must be eliminated
through “Secure by Design” principles rather than endless patching after the fact [44,
45].

2.1.2 Foundational Concepts: Memory, Variables, Pointers, and
Arrays

Before examining how memory safety violations occur, it is necessary to establish
what memory is and how programs interact with it. Students with backgrounds in
high-level languages such as Python, Java, or JavaScript may find these concepts
unfamiliar, as those languages hide memory management details from the program-

mer. In systems programming with C or C++, however, understanding memory
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2 Advanced Memory Safety Systems and Defenses

organization is essential for comprehending the vulnerabilities discussed throughout

this chapter.

What Is Memory?

In the context of program execution, “memory” refers to Random Access Memory
(RAM)—the storage area where a program keeps its data while running. Memory
can be thought of as a long sequence of numbered storage locations, as shown in

Figure 2.1.

Each box holds one byte of data

4
72 || 101 || 108 | | 108 | | 111 0 7 7

1000 1001 1002 1003 1004 1005 1006 1007
Memory addresses
7H’ 7e7 717 717 707 NUL

Figure 2.1: Memory as numbered storage locations. Each address identifies one byte of
storage. Here, addresses 1000-1005 store the ASCII string “Hello” followed by
a null terminator.

Each memory location has two important properties:

1. An address: A unique number that identifies that specific location. On modern
64-bit systems, addresses are 64-bit values, allowing for an address space of 264
possible locations.

2. Contents: The data stored at that location. Each addressable location typically

holds one byte (8 bits) of data.

The Fundamental Memory Operations N

At the hardware level, programs interact with memory through two basic op-

erations:

e Read (Load): Given an address, retrieve the data stored at that location

e Write (Store): Given an address and data, place that data at the specified
location

All higher-level operations—variable assignment, data structure manipulation,

function calls—ultimately reduce to sequences of these two operations.

Variables: Named Memory Locations

High-level programming languages provide variables—named containers that store

values. Behind the scenes, the compiler allocates memory for each variable and keeps
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track of which address corresponds to which name.

Consider the following C declarations:

int x = 42;
100;

2 |int y

The compiler assigns these variables to specific memory addresses, as shown in
Figure 2.2. The names x and y exist only in the source code and the compiler’s

internal tables; at runtime, only addresses and data values exist.

Variable-to-Memory Mapping

int x int y (unallocated)
4 y ‘
42 100 : 777 :
Lo
0x7££c1000 0x7££c1004 0x7££c1008
4 bytes

Figure 2.2: Variables are a programmer-level abstraction; the compiler assigns each vari-
able to specific memory addresses. An int typically occupies 4 bytes on mod-
ern systems.

Variables as Memory Abstractions \

When a programmer writes x = 42 in C, the compiler translates this into a
machine instruction that stores the value 42 at memory address 0x7ffc1000.
Variable names exist for programmer convenience; the processor works exclu-

sively with addresses and data values.

Pointers: Variables That Store Addresses

This is where C and C++ differ fundamentally from languages like Python or Java.
In C, a programmer can declare a variable that stores not a regular data value, but

a memory address. Such a variable is called a pointer.

int x = 42; // T is an integer wvartable containing the wvalue 42

int *p = &x; // p is a pointer variable containing the address of x

The pointer syntax in C requires careful attention:
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&x means “the address of x” (the & operator returns an address)
int *p declares p as “a pointer to an integer”

*p means “the value at the address stored in p” (called dereferencing)

x p (pointer)
points to
42 |4----mmma 0x1000
0x1000 0x2000

The pointer p contains address 0x1000,
the location where x is stored.
Dereferencing *p yields the value 42.

Figure 2.3: A pointer is a variable whose value is a memory address. Here, p points to x

by storing x’s address.

Why pointers matter for security. Pointers provide direct access to memory

addresses, which is powerful but dangerous:

No automatic bounds checking: Given a pointer, C will allow read and write
operations to any address the program computes, including addresses outside the
intended memory region.

Pointer arithmetic: Adding or subtracting values from pointers allows traversal
through memory. Incorrect calculations result in accesses to unintended locations.
Dangling pointers: When memory is freed but pointers to that region still exist,

those pointers become dangling—they reference memory that is no longer valid.

Arrays: Contiguous Memory Regions

An array is a collection of elements of the same type stored in contiguous (adjacent)

memory locations. This property is important: array elements are not scattered

across memory but occupy a single continuous block, as shown in Figure 2.4.

int arr[4] = {10, 20, 30, 40};

In C, array indexing is equivalent to pointer arithmetic:

arr[2] // is equivalent to:
*(arr + 2) // start at arr’s address, move forward 2 elements, read

— that wvalue
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arr[0] arr[1] arr[2] arr[3](adjacent memory)
10 20 30 40 |1 777
bl |
0x3000 0x3004 0x3008 0x300C 0x3010
< \
A) 4

16 bytes total (4 integers x 4 bytes each)

Figure 2.4: An array of four integers occupies 16 contiguous bytes. Accessing arr[4] would

Security Implications of Array Memory Layout \

read or write the adjacent memory at address 0x3010—a buffer overflow.

The combination of contiguous storage and the lack of bounds checking in C

creates the conditions for buffer overflow vulnerabilities:

1. Writing beyond array bounds overwrites adjacent memory, which may in-
clude other variables, return addresses, or security-critical data

2. Reading beyond array bounds leaks the contents of adjacent memory, po-
tentially exposing sensitive information

3. Exploitation does not require knowledge of exact addresses; an attacker only
needs to supply enough data to overflow into the target region

This memory layout characteristic is the foundation of buffer overflow at-

tacks.

Security Implications of Low-Level Memory Access

The concepts above explain why memory safety is such a critical security concern in

systems programming:

1.
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C provides no safety checks: The language trusts the programmer completely.
A memory access instruction will execute regardless of whether the target address

is valid or safe to access.

. Memory regions share a flat address space: Variables, function return ad-

dresses, security tokens, and other critical program data all exist within the same

address space. Corrupting one region can affect completely unrelated data.

. Attackers can influence memory operations: Through user input, network

data, or file contents, attackers can control what data is written and how much.

Without proper validation, they may also influence where data is written.

. Memory errors lead to security breaches: What appears to be a minor bug—

writing 12 bytes into an 8-byte buffer—can become a complete system compromise

when the overflow corrupts a return address or function pointer.
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With this foundation in place, the following sections define the two dimensions of

memory safety and examine the specific ways each can be violated.

2.1.3 The Two Dimensions of Memory Safety

Now that we have established how memory, variables, pointers, and arrays work at
the machine level, we can define what “memory safety” means precisely. Safe memory
access requires two properties: spatial safety and temporal safety. These dimen-
sions are independent—a program can violate one without violating the other—and

complete memory safety requires both.

Spatial Safety: Staying Within Bounds

Spatial Safety

Spatial safety ensures that every memory access stays within the bounds of the
allocated memory region. A spatially safe program never reads from or writes

to memory addresses outside the object or buffer it intended to access [46].

Think of spatial safety like an apartment building: each tenant (variable) is allo-
cated a specific unit (memory region) with defined boundaries. Spatial safety means
tenants can only access their own apartments—they cannot walk through walls into

neighboring units.

Spatially Safe Access Spatial Safety Violation

Valid bounds: indices 0-5 Valid bounds _Out!)

arr[]1] 0 1 2 3 4 5 arr[]| -8 | -7 | -6 | -5 | -4 | -3 | other

[ I

arr[2] = 5; V arr[6] = 5; X

Figure 2.5: Spatial safety violation: accessing arr[6] in a 6-element array (indices 0-5)
writes into adjacent memory, potentially corrupting other variables or control
data.

Example: Spatial Safety Violations in Code

Example 1: Buffer Over-read (Reading Beyond Bounds)

51



2 Advanced Memory Safety Systems and Defenses

1 | char password[8] = "secret";
> |char buffer[4];

4 |// Spatial wiolation: reading beyond buffer’s bounds

5 |[for (int 1 = 0; i < 8; i++) {

6 printf("%c", buffer[il); // Reads buffer[/..7] which don’t
— exist!

7 |}

s |// May leak adjacent memory contents (like ’password’)

Example 2: Buffer Overflow (Writing Beyond Bounds)

1+ |int account_balance = 1000;

> | char name[8];

4 | // User inputs "AAAAAAAAAAAA" (12 characters)
s |strcpy(name, user_input); // Writes 12 bytes into 8-byte buffer

7 |// ’account_balance’ s adjacent in memory - mow corrupted!

s |printf("Balance: %d\n", account_balance); // Prints garbage

Example 3: Negative Index

1 |int arr[10];

> |int index = -1; // Perhaps from attacker-controlled input

s |arr[index] = 42; // Writes to memory BEFORE the array!
s | // This s also a spatial violation - bounds work in both

— directions

Common causes of spatial safety violations:

e Missing bounds checks before array /buffer access

e Off-by-one errors in loop conditions (<= vs <)

e Integer overflow in size calculations leading to undersized allocations
e Using string functions that don’t enforce length limits (strcpy, gets)

e Pointer arithmetic errors
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Temporal Safety: Respecting Object Lifetimes

Temporal Safety |

Temporal safety ensures that memory is only accessed while it is valid—after

allocation and before deallocation. A temporally safe program never uses a
pointer to memory that has been freed or to a stack variable that has gone out
of scope [46].

| J

Continuing our apartment analogy: temporal safety means you can only enter
an apartment during your lease period. Accessing it before you’ve signed the lease
(uninitialized memory) or after your lease has ended (freed memory) is a temporal

violation—even if you still have the key (pointer).

Uninitialized Valid Valid
Access x Access v' Access v/ Use-After-Free x

milloc() l J/ free() l

Object Lifetime (Valid)

1 1 1 1 \
T T T T

1 2 3 t4 Time

Pointer still exists
but memory is invalid

Figure 2.6: Temporal safety: memory access is only valid between allocation (t;) and
deallocation (t3). Accessing before allocation or after freeing violates temporal
safety.

Example: Temporal Safety Violations in Code \

Example 1: Use-After-Free (Heap)
1 | char *get_user_data(void) {
2 char *data = malloc(100);
3 strcpy(data, "sensitive information");
4
5 process_data(data);
6 free(data) ; // Memory returned to allocator
;
8 // BUG: data pointer still exzists but memory is invalid
9 return data; // Returns dangling pointer!
0 |}
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void caller(void) {
char *info = get_user_data();
printf ("%s\n", info); // USE-AFTER-FREE: undefined behavior

// Memory may contain garbage, new data, or crash

Example 2: Use-After-Free (Stack)

int *get_local_pointer(void) {
int local_var = 42; // Allocated on stack
return &local_var; // Returns pointer to stack wvariable

} // local_var deallocated when function returns!

void caller(void) {
int *ptr = get_local_pointer();
// ptr is now dangling - points to deallocated stack frame
printf ("%d\n", *ptr); // USE-AFTER-FREE: may print 42, garbage,

<~ or crash

other_function(); // This function’s stack frame may
— owverwrite

printf ("Yd\n", *ptr); // Almost certainly garbage now

Example 3: Double Free

void double_free_bug(char *data) {
if (error_condition) {
free(data) ;
// Forgot to return or set data = NULL

// ... more code ...

free(data); // DOUBLE FREE: freeing already-freed memory

// Corrupts allocator metadata, may enable exzploitation

Example 4: Uninitialized Read
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1 |void info_leak(void) {

2 char buffer[100]; // Uninitialized - contains stack garbage
3

4 // Forgot to initialize or fill buffer

5

6 send_to_network(buffer, 100); // Sends uninitialized memory!
7 // May leak sensitive data from previous stack frames

s [}

Common causes of temporal safety violations:
e Continuing to use pointers after calling free()
e Returning pointers to local (stack) variables
e Double-free errors from complex control flow
e Using uninitialized memory (reading before writing)

e Freeing memory while other pointers still reference it (aliasing problems)

Comparing the Two Dimensions

Both Dimensions Required \

A memory-safe program must enforce both spatial and temporal safety. Vio-

lating either dimension can lead to exploitable vulnerabilities:

Spatial violation — Attacker overwrites adjacent data (return addresses,
function pointers, security flags)

Temporal violation — Attacker controls reallocated memory, causing pro-
gram to use attacker’s data as legitimate objects

Many real-world exploits combine both: an integer overflow (causing undersized
allocation) followed by a spatial write (heap overflow) that corrupts allocator

metadata enabling a temporal attack (use-after-free on controlled data).

2.1.4 The Engineering Perspective

For the secure systems engineer, understanding these vulnerabilities is not merely
about learning how to exploit systems—it is about understanding the failure modes
of the machine itself to engineer resilient systems that comply with rigorous federal
and industry standards. Throughout this chapter, we will examine vulnerabilities
from both offensive and defensive perspectives, always with the goal of building more

secure software.
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Table 2.1: Comparing Spatial and Temporal Memory Safety

Aspect Spatial Safety Temporal Safety

Question “Is this address within my al- “Is this memory still valid
located region?” right now?”

Violation Accessing outside object Accessing deallocated or
bounds uninitialized memory

Classic Example

CWE Identifiers

Detection

Runtime Cost

C Mitigation

Rust Solution

Buffer overflow

CWE-121 (Stack Overflow),
CWE-122 (Heap Overflow),
CWE-125  (Out-of-bounds
Read)

Bounds checking at every ac-
cess

Moderate (store bounds with
pointers)

Use sized functions
(strncpy), check indices

Automatic bounds checking
on all array access

Use-after-free

CWE-416 (Use-After-Free),

CWE-415 (Double Free),
CWE-457 (Uninitialized
Variable)

Lifetime tracking for all allo-
cations

High (track all allocation-
s/deallocations)

Nullify pointers after free,
careful lifetime design

Ownership system + borrow
checker
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2.2 Theoretical Foundations: Process Memory Architec-

ture

To understand how memory vulnerabilities are exploited, one must first visualize
the process memory map. This section explains how operating systems organize
memory for running programs, establishing the foundation for understanding why

certain memory errors lead to exploitable conditions.

2.2.1 Virtual Memory: An Abstraction for Safety and Convenience

When you execute a program on a modern operating system like Linux, Windows,
or macOS, the program does not interact directly with physical RAM. Instead, it
runs within a virtual address space—an abstraction provided by the operating

system kernel and the processor’s Memory Management Unit (MMU).

Virtual Memory Benefits

Virtual memory provides each process with the illusion of having its own private,
contiguous address space, even though the physical memory is shared among

all running processes and may be fragmented or partially stored on disk.

This abstraction serves several purposes:

1. Isolation: Each process cannot directly access another process’s memory, pro-
viding a fundamental security boundary.

2. Simplification: Programs can be compiled to use fixed addresses without wor-
rying about what other programs are loaded.

3. Flexibility: The operating system can move data between RAM and disk (swap-
ping) transparently.

4. Memory Protection: Different regions can have different permissions (read,
write, execute).
On a 64-bit Linux system, each process typically has access to a 47-bit or 48-bit

address space (depending on the processor), theoretically allowing up to 128TB or

256TB of virtual addresses. In practice, only a small fraction of this space is actually

mapped to physical memory at any given time.

2.2.2 The Virtual Address Space Layout

A process’s virtual address space is organized into distinct segments, each serving
a specific purpose. Understanding this layout is crucial for comprehending how

memory corruption can lead to code execution.
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Kernel Space

Stack

(unmapped)

+

Heap

.bss

.data

text

Hﬁ%@cég‘l%fee T8 hiser code)

Grows downward

Grows upward

Uninitialized globals

Initialized globals

Execugﬁlﬂreecs%celse (read-only)

Figure 2.7: Typical process memory layout on a Linux x86-64 system. The stack grows
downward while the heap grows upward. This “geometric contradiction” be-
tween stack growth direction and buffer fill direction is fundamental to under-
standing stack-based buffer overflows.
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Let us examine each segment in detail:

Text Segment \

The text segment (.text) contains the compiled machine code instructions of

your program. This region is typically marked as read-only and executable.

Attempting to write here triggers a segmentation fault.

\ J/

Data Segments \

The .data segment contains global and static variables initialized with non-zero
values. The .bss segment (Block Started by Symbol) contains uninitialized or

zero-initialized global variables.

\
m )

The heap is a dynamic memory region for runtime allocation via malloc(),

calloc(), or new. It grows upward toward higher addresses and requires explicit

deallocation.

Y

The stack is a LIFO structure storing local variables, function parameters,
return addresses, and saved frame pointers. On x86/x64 architectures, it grows

downward toward lower addresses.

,
.

2.2.3 The Stack Frame in Detalil

Every function call creates a new stack frame (also called an activation record).
Understanding the structure of a stack frame is essential for comprehending how

buffer overflows can hijack program execution.

J

The Dangerous Geometry

On x86 and x86-64 architectures, the stack grows downward (toward lower
addresses), while buffers typically fill upward (toward higher addresses). This
geometric contradiction means that buffer overflows naturally overwrite the

return address, enabling attackers to redirect program execution.

,
L

2.3 Vulnerability Taxonomy and Code Analysis

This section provides a systematic analysis of the major memory vulnerability classes.

For each vulnerability type, we examine the underlying cause, provide vulnerable
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High Add
'8 Hoss Function Parameters
Return Address (RET) <+ Atticker’s target
AN o=
Q
Saved Frame Pointer (SFP) k=
()
=
. , E
Local Varidhlés fills °
upward! O
-4
Q
g
Local |Buﬁ'er + Ov&flow starts here
Low Address

Figure 2.8: Stack frame layout showing the “geometric contradiction” that enables buffer
overflow attacks. When a buffer overflows, data spills upward into the saved
frame pointer and return address.

code examples, demonstrate secure alternatives, and map the mitigation to relevant

compliance frameworks.

2.3.1 Stack-Based Buffer Overflow (CWE-121)

The stack-based buffer overflow is the most iconic memory safety vulnerability, hav-
ing been exploited since the 1988 Morris Worm [? |. Despite being well-understood

for over 35 years, it remains prevalent in legacy codebases.

Buffer Overflow \

A buffer overflow occurs when a program writes data beyond the boundaries

of a fixed-size buffer. In a stack-based buffer overflow, this buffer resides on
the stack, and the overflow can corrupt adjacent stack data including saved

registers and return addresses [? |.

Why Does This Happen?

Buffer overflows occur because C and C++ perform no automatic bounds checking
on array accesses. Additionally, several standard library functions are intrinsically
unsafe because they have no way to know the size of the destination buffer.
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Vulnerable Code — Using gets():

Example: Vulnerable vs. Secure Buffer Handling N

1 |void vulnerable_function(void) {

2 char buffer[64]; // Only 64 bytes allocated

3

4 // VULNERABLE: gets() performs N0 bounds checking

5 // It will happily read 1000 characters into 64 bytes
6 gets(buffer);

;

8 printf("Hello, %s!\n", buffer);

s [}

1. Characters 1-64 fill the buffer

Secure Code — Using fgets():

Exploitation: If an attacker provides 80 characters of input:

2. Characters 65-72 overwrite the saved frame pointer
3. Characters 73-80 overwrite the return address

4. When the function returns, execution jumps to attacker-controlled address

1 |void secure_function(void) {

2 char buffer[64];

3

4 // SECURE: fgets() reads at most sizeof(buffer)-1 chars
5 if (fgets(buffer, sizeof(buffer), stdin) != NULL) {

6 // Remove trailing newline tf present

7 buffer[strcspn(buffer, "\n")] = ’\0’;

8 printf ("Hello, %s!\n", buffer);

9 }

10 [}

Table 2.2: Dangerous Functions and Their Safer Alternatives

Dangerous Problem Safer Alternative

gets() No bounds checking fgets(buf, size, stdin)
strcpy () No bounds checking strncpy() or strlcpy()
strcat () No bounds checking strncat() or strlcat()
sprintf () No bounds checking snprintf ()

scanf ("%s", buf) No bounds checking

scanf ("%63s", buf) with width

61



2 Advanced Memory Safety Systems and Defenses

Regulatory Mapping: Buffer Overflows ~

NIST SP 800-53 Control SI-10 (Information Input Validation) |? |
requires that systems verify the length and type of input data against expected

values.

OWASP ASVS V5.1 [? | mandates that applications verify input length
against allocated buffer capacity.

CERT C Rule STR31-C [41]: “Guarantee that storage for strings has suffi-

cient space for character data and the null terminator.”

2.3.2 Use-After-Free (CWE-416)

Use-After-Free (UAF) is a temporal safety violation that occurs when a program
accesses memory through a pointer after that memory has been freed. This is one of
the most exploited vulnerability classes in modern software, particularly in browsers
and kernels [43].

Use-After-Free \

A Use-After-Free vulnerability occurs when: (1) a program allocates memory

and stores a pointer to it, (2) the program frees that memory, and (3) the

program continues to use the original pointer (now “dangling”).

| J

Example: Use-After-Free Vulnerability and Defense N

Vulnerable Code:

1 |typedef struct {

2 char name[64];
3 void (*print_func)(void); // Function pointer
2 |} User;

6 |void uaf_vulnerable(void) {

7 User *user = (User *)malloc(sizeof (User));

8 user->print_func = print_user_details;

9

10 free(user); // Memory freed

11 // FLAW: ’user’ 4s not set to NULL - 4t’s a dangling pointer
12

13 // ... attacker may allocate controlled data here ...

14

15 user->print_func(); // UAF: Calls attacker-controlled address!
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16 |}

The Attack: After free(), an attacker can force the allocator to reuse that
memory slot for attacker-controlled data. When print_func is called, it jumps
to whatever address the attacker placed there.

Secure Code — Pointer Nullification:

1 |void secure_memory_management(void) {
2 User *user = (User *)malloc(sizeof (User));
3 user->print_func = print_user_details;
4
5 // ... use the object ...
6
7 free(user);
8 user = NULL; // CRITICAL: Eliminate the dangling pointer
9
10 // Now accidental use crashes safely instead of ezploiting
11 if (user !'= NULL) {
12 user->print_func(); // Never ezecutes
13 }
1 |}
\ )

UAF Defense Strategy |

Pointer nullification converts a potential security vulnerability (arbitrary
code execution) into a reliability bug (null pointer crash). A crash is vastly

preferable to remote code execution.
CERT C Rule MEMS30-C [41]: “Do not access freed memory.”

2.3.3 Integer Overflows (CWE-190)

Integer overflows often serve as precursor vulnerabilities—they may not be di-

rectly exploitable but can lead to buffer overflows or other memory corruption.

Integer Overflow

An integer overflow occurs when an arithmetic operation produces a result
that exceeds the maximum value representable by the integer type, causing the

value to “wrap around” to a small number.
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Example: Integer Overflow Leading to Buffer Overflow

Vulnerable Code:

1 |void process_packets(size_t num_elements) {

2 // VULNERABLE: Multiplication can wrap to small number
3 size_t size = num_elements * sizeof (int);

4

5 int *buffer = (int *)malloc(size); // Tiny allocation!
6

7 // Loop uses original num_elements (huge)

8 for (size_t i = 0; i < num_elements; i++) {

9 buffer[i] = get_packet(); // Massive heap overflow!
10 +

u |}

Attack Scenario:

e Attacker provides num_elements = 0x40000004 (=21 billion)
e 0x40000004 * 4 = 0x100000010 exceeds 32 bits

e Result wraps to 0x10 (16 bytes)

e Loop writes 4 billion bytes into 16-byte buffer

Secure Code — Overflow Check:

1 |void process_packets_secure(size_t num_elements) {
2 // Check for overflow BEFORE multiplication
3 if (num_elements > SIZE_MAX / sizeof(int)) {
4 return; // Would overflow - reject
5 }
6
7 size_t size = num_elements * sizeof(int); // Now safe
8 int *buffer = (int *)malloc(size);
9 // ... process safely ...
w0 |}
L )

CERT C Compliance \

CERT C Rule INT30-C [41]: “Ensure that unsigned integer operations do
not wrap.” All size calculations must include overflow checks before arithmetic

operations.
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2.4 Exploitation Mechanics: From Crash to Control

Understanding exploitation techniques is essential for security professionals—not to
attack systems, but to understand the threat model and evaluate the effectiveness of
defenses. This section traces how attackers transform a simple buffer overflow crash

into reliable code execution.

2.4.1 From Crash to Control: The Attacker’s Perspective

When a buffer overflow occurs, the program typically crashes—but a crash is just
uncontrolled corruption. An attacker’s goal is to transform this uncontrolled corrup-
tion into controlled execution. The key insight is that the return address on the

stack determines where the CPU jumps when a function returns.

The Attacker’s Goal )

If an attacker can:

1. Overflow a buffer to overwrite the return address

2. Place their own code (shellcode) somewhere in memory

3. Set the return address to point to their shellcode

Then when the function returns, the CPU will execute the attacker’s code

instead of returning to the legitimate caller.

2.4.2 Classic Shellcode Injection Attack

Shellcode \

Shellcode is a small piece of position-independent machine code that per-

forms a specific action, typically spawning a command shell (/bin/sh on Unix,
cmd.exe on Windows). The name derives from its original purpose: giving

attackers interactive shell access to compromised systems [? |.

Shellcode must be:

e Position-independent: It must work regardless of where in memory it lands

e Self-contained: It cannot rely on external libraries being at known addresses

e Null-free (often): Many overflow vectors use string functions that stop at null
bytes

e Small: It must fit within the available buffer space
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Example: Anatomy of a Classic Stack Smashing Attack

Consider this vulnerable program:

1 |void vulnerable(char *input) {

2 char buffer[64];
3 strcpy(buffer, input); // No bounds checking!
a |}

6 |int main(int argc, char **argv) {

7 vulnerable (argv[1]);

8 printf ("Returned safely\n");
9 return O;

10 |}

Normal Execution (benign input):

1. main() calls vulnerable(), pushing return address onto stack
2. vulnerable() allocates 64 bytes for buffer

3. strcpy() copies input into buffer

4. Function returns to main(), prints message, exits normally
Malicious Execution (attacker input):

The attacker crafts input with three components:

1. NOP sled: Many 0x90 bytes (NOP instruction on x86)

2. Shellcode: Machine code to spawn a shell

3. Return address: Pointer back into the buffer (repeated for alignment)

The NOP Sled Technique

One challenge attackers face is knowing the ezact address where their shellcode
lands. Stack addresses vary based on environment variables, program arguments,
and system configuration. The NOP sled solves this:

NOP Sled )

A NOP sled (or NOP slide) is a sequence of “no operation” instructions (0x90

on x86) prepended to shellcode. If execution lands anywhere on the sled, the
CPU harmlessly slides down to the shellcode. This transforms a precise target-

ing requirement into a range.
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Before Overflow After Overflow
Parameters Parameters
Return Addr — main() Return Addr — 0xbff£0040 [y
Saved Frame Pointer Attack 0xbf££0040 (repeated) CP‘?U jumps here!
_) ’l
SHELLCODE ¢’
buffer[64] execve("/bin/sh")
(empty or normal data) NOP sled (0x90 0x90 ...)

Figure 2.9: Classic stack smashing attack: the attacker’s payload overwrites the return
address to point back into the buffer where shellcode awaits. The NOP sled
provides a “landing zone” that tolerates slight address variations.

Example: Constructing a Malicious Payload ~

Payload Structure (for 64-byte buffer + 8-byte SFP + 8-byte return
address):

1 |// Total payload: 80+ bytes to overflow buffer and overwrite return
— addr

s |char payload[128];
2 |int offset = 0;

6 |// 1. NOP sled (landing zome) - “30 bytes
7 |memset (payload, 0x90, 30);
s |offset = 30;

10 |// 2. Shellcode ("25 bytes for bastic Linuz 86 shell)
11 | char shellcode[] =

12 "\x31\xcO" // mor eaxr, eax
13 "\x50" // push eax
14 "\x68\x2f\x2f\x73\x68" // push "//sh"
15 "\x68\x2f\x62\x69\x6e" // push "/bin"
16 "\x89\xe3" // mov ebz, esp
17 "\x50" // push eax
18 "\x53" // push ebz
19 "\x89\xel" // mov ecz, esp
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20 "\xb0\x0b" // mov al, 0z0b (execve syscall)
21 "\xcd\x80"; // int 0x80

22 |memcpy(payload + offset, shellcode, sizeof(shellcode) - 1);
23 |offset += sizeof(shellcode) - 1;

24
2% | // 3. Padding to reach return address

26 |memset(payload + offset, ’A’, 72 - offset); // Fill to SFP
27 |offset = 72;

28
2% | // 4. Overwrite return address with address pointing into buffer
30 |unsigned long ret_addr = Oxbffffb540; // Estimated buffer location
st |memcpy(payload + offset, &ret_addr, 8);

What the shellcode does:

1. Sets up arguments for execve () system call

2. Pushes “/bin/sh” string onto stack

3. Triggers system call 0x0Ob (execve) via interrupt 0x80

4. Kernel replaces current process with shell—attacker now has interactive ac-

cess

Why This Attack Was So Effective

In the 1990s and early 2000s, this attack was devastatingly reliable because:
1. No ASLR: Stack addresses were predictable across systems
2. Executable stack: The stack memory was marked executable by default
3. No stack canaries: Nothing detected the overflow before return
4. Abundant vulnerable code: gets(), strcpy(), sprintf() everywhere
The 1988 Morris Worm exploited exactly this technique against fingerd, and

countless attacks followed the same pattern [? ].

2.4.3 Defense: Non-Executable Memory (NX/DEP)

The first major defense against shellcode injection was making the stack non-executable:

Non-Executable memory (NX bit on AMD, XD bit on Intel, DEP on Win-
dows) marks memory pages as either writable OR executable, but never both.
This is the W"X (Write XOR Execute) policy [? |.
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Without NX (Vulnerable)

With NX (Protected)

Code (.text) Code (.text)
R-X R-X
Heap Heap
RWX RW-
Stack Stack e
RWX <+ Shellcode runs here! RW- « Cannot execute!

Jump to stack
= CRASH

Figure 2.10: NX/DEP protection: stack and heap are writable but not executable. At-
tempting to execute shellcode on the stack triggers a hardware exception.

With NX enabled, even if an attacker successfully overwrites the return address
to point to their shellcode on the stack, the CPU will raise a segmentation fault
when it tries to execute from non-executable memory. The attack is neutralized—Dbut

attackers adapted.

2.4.4 Bypassing NX: Return-Oriented Programming (ROP)

When attackers could no longer inject and execute new code, they developed a

technique to reuse ezisting code: Return-Oriented Programming [? |.

Return-Oriented Programming <

ROP chains together small sequences of existing executable code (“gadgets”),

each ending in a ret instruction. By carefully crafting the stack with gadget
addresses, attackers construct arbitrary programs from the application’s own

code—no code injection required.

How ROP Works

The key insight is that the ret instruction doesn’t care how the return address got
on the stack—it simply pops the next value and jumps there. An attacker can:

1. Overflow the buffer to control the entire stack

Place a sequence of addresses (not shellcode) on the stack

Each address points to a “gadget”™ —a few useful instructions ending in ret

When the first gadget finishes and executes ret, it jumps to the second gadget

A

This chain continues, with each gadget performing one small operation
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Example: ROP Gadget Examples

Useful gadgets found in typical binaries:

1 |// Gadget 1: Load wvalue into register

> |pop rdi // Pop stack walue into RDI (first argument
— register)

3 |ret // Jump to nezt gadget

s |// Gadget 2: Load another wvalue
6 |pop rsi // Pop stack walue into RSI (second argument
— register)

7 |ret

9 | // Gadget 3: Load third value

10 |pop rdx // Pop into RDX (third argument)
11 |ret

12
13 |// Gadget 4: Make system call

12 | syscall // Ezecute system call with prepared registers

5 | ret

Chaining gadgets to call execve("/bin/sh", NULL, NULL):
The attacker’s stack layout:

[ [ e +

> || Address of "pop rdi; ret" | <- Overwritten return address
3 |+———_———_—e - T

4 || Address of "/bin/sh" | <- Popped into RDI

5 |F=—mm e - +

6 || Address of "pop rsi; ret" | <- Next gadget

7 |- +
s [ | 0x0000000000000000 | <- NULL popped into RSI
9 |+ - Tr

10 || Address of "pop rdx; ret" | <- Next gadget

11 | - Tr
12 || 0x0000000000000000 | <- NULL popped into RDX
13 |+ +

1 || Address of "syscall; ret" | <- Final gadget
15 |[Femmm e TP

Result: Registers set up as execve("/bin/sh", NULL, NULL) and system call
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executed—shell spawned without any injected code!

Attacker-Controlled Stack Execution Flow

addr of gadget4: syscall;ret
.gpop rdi; ret
0x00 (NULL for RDX) /

, RDI="/bin/sh"

addr of gadget3: pop rdx;ret : N

/ pop rsi; ret
0x00 (NULL for RSI)
/ RSI=NULL
addr of gadget2: pop rsi;ret ,'I +
K pop rdx; ret
addr of “/bin/sh” string K
K RDX=NULL
addr of gadgetl: pop rdi;ret|’ 3
original ret addr (overwritten) @

Shell spawned!
Figure 2.11: Return-Oriented Programming: the stack contains gadget addresses (red)

interleaved with data values (gray). Each gadget executes a few instructions,
then ret jumps to the next address on the stack.

ROP is Turing Complete

Research has proven that ROP is Turing complete—given enough gadgets, attack-

ers can perform any computation [? |. Typical gadget sets allow:

Loading values into any register (pop reg; ret)

Arithmetic operations (add rax, rbx; ret)

Memory read/write (mov [rax], rbx; ret)

Conditional logic (using flags and conditional moves)

System calls (syscall; ret)

Why ROP Defeats NX |

ROP never executes injected code—it only executes legitimate code that’s al-

ready in executable memory. The attacker’s payload is pure data (addresses
and values), not code. NX cannot distinguish between legitimate returns and

ROP chains because both use the same mechanism.
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2.4.5 Defense: Address Space Layout Randomization (ASLR)

ROP requires knowing where gadgets are located. ASLR defeats this by randomiz-

ing memory layout:

g ASLR ~

Address Space Layout Randomization randomizes the base addresses of

the executable, shared libraries, stack, and heap each time a program runs.
Without knowing gadget locations, attackers cannot construct reliable ROP

chains.

| J

ASLR + NX Together N

NX forces attackers to use ROP (can’t inject code). ASLR makes ROP unre-
liable (can’t find gadgets).
Together, they significantly raise the exploitation bar. However, information

leaks that reveal a single address can defeat ASLR by allowing attackers to
calculate the base address of a library or executable.

NIST SP 800-53 Control SI-16 (Memory Protection) [? | explicitly
requires implementation of both ASLR and DEP /NX.

2.5 Defense-in-Depth and Toolchain Hardening

Effective protection requires a layered defense strategy combining secure coding

practices with compiler hardening, OS protections, and hardware security features.

2.5.1 Compiler Hardening Flags

The compiler toolchain is one of the most cost-effective places to add security.

Stack Canaries N

Stack canaries are random values placed on the stack between local buffers

and the return address. Before a function returns, it checks if the canary is

intact. A corrupted canary indicates overflow and aborts execution [? |.

| J

NIST SSDF Compliance N

NIST SSDF Task PW.6 [? | requires organizations to “configure the com-

pilation and build processes to enable security options such as stack cookies,

non-executable stacks, address space layout randomization.” The flags in Ta-
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Table 2.3: Recommended Security Compiler Flags for GCC/Clang

Flag Purpose

-fstack-protector-strong Stack canaries for vulnerable functions

-fPIE -pie Position independent executable for ASLR
-D_FORTIFY_SOURCE=2 Runtime bounds checking for standard functions
-Wl,-z,relro,-z,now Full RELRO (read-only GOT after startup)
-Wl,-z,noexecstack Ensure stack is non-executable
-fcf-protection Control Flow Integrity (Intel CET)

ble 2.3 directly satisfy this requirement.

\ J

Security Tools: Memory Safety Analysis Tools \

Static Analysis:

e Coverity — Enterprise static analysis detecting buffer overflows, UAF, null
dereferences

e CodeQL — Query-based analysis with extensive security queries

e PVS-Studio — C/C++ analyzer with memory safety focus

Dynamic Analysis:

e AddressSanitizer (ASan) — Compile-time instrumentation detecting
buffer overflows, UAF at runtime

e MemorySanitizer (MSan) — Detects use of uninitialized memory

e Valgrind — Memory error detector and profiler

Binary Hardening Verification:

e checksec — Verifies RELRO, canaries, NX, PIE on compiled binaries

e hardening-check — Debian tool for security flag verification

Integration Point: ASan should run on all test suites. Performance overhead

(~2x) makes it unsuitable for production but invaluable for testing.

2.5.2 Hardware Protections

Modern processors include hardware features specifically designed to mitigate mem-

ory exploitation.

Intel Control-flow Enforcement Technology (CET)

Intel CET provides: (1) Shadow Stack—a hardware-maintained stack stor-

ing only return addresses, verified on each return; and (2) Indirect Branch
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ENDBRANCH.

Tracking—ensures indirect jumps land only on valid targets marked with

|

ARM Pointer Authentication (PAC)
ARM PAC (ARMv8.3+, including Apple Silicon) signs pointers cryptograph-
ically. The signature is stored in unused upper bits of 64-bit pointers. Modified

pointers fail verification [? |.

defense layer.

Hardware Protection Benefits

Hardware protections like CET and PAC operate below software level, mak-

ing them extremely difficult to bypass. They represent the strongest available

2.6 Mapping to Governance Frameworks

Compliance frameworks ensure technical security practices are followed consistently

across organizations.

Table 2.4: Memory Safety Controls Mapped to Governance Frameworks

Framework

Control

Application to Memory Safety

NIST SP 800-53

NIST SP 800-53

NIST SSDF

NIST SSDF

OWASP ASVS

CERT C

CERT C

SI-16 (Memory Pro-
tection)

SI-10 (Input Valida-
tion)

PW.5 (Secure Cod-
ing)

PW.6  (Compiler
Security)

V5.1 (Buffer Over-
flows)

MEM30-C

INT30-C

Mandates DEP, ASLR to prevent
unauthorized code execution

Requires verification of data length
and type

Create source code adhering to secure
coding practices

Configure build process to enable se-
curity features

Verify runtime environment uses mem-
ory protections

Do not access freed memory (prevents
UAF)

Ensure unsigned integer operations do
not wrap

74




2 Advanced Memory Safety Systems and Defenses

2.7 The Future: Transitioning to Memory-Safe Languages

While mitigations increase exploitation difficulty, they don’t eliminate the root cause.
The ultimate remediation is migration to Memory-Safe Languages (MSLs) [44,
45].

Memory-Safe Language

A memory-safe language guarantees spatial and temporal safety through
language design and runtime mechanisms, making it impossible (or extremely

difficult) to access out-of-bounds memory or use freed memory.

2.7.1 Rust: Memory Safety Without Garbage Collection

Rust has emerged as the leading candidate for replacing C/C+-+ in security-critical
systems. Its ownership model with borrow checking enforces memory safety at

compile time without garbage collection overhead.

Example: Rust Prevents Memory Errors at Compile Time

Use-After-Free — Impossible in Rust:

1 |fn main() {

2 let data = String::from("hello");

3 let moved_data = data; // Ownership transferred
4

5 // println!("{}", data); // COMPILE ERROR:

6 // "borrow of moved value: ‘data‘"

.,

8 println! ("{}", moved_data); // 0K

o [}

Dangling Reference — Impossible in Rust:

+ |fn main() {

2 let reference: &String;

3 {

a let data = String::from("hello");

5 reference = &data;

6 } // data deallocated here

.

8 // println!("{}", reference); // COMPILE ERROR:
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9 // "‘data‘ does not live long enough"

10 }

The Rust compiler mathematically proves these bugs cannot exist before gen-

erating any executable code.

. J

Case Study: Android’s Memory Safety Transformation

Google’s Android team tracked memory safety vulnerabilities as they intro-

duced Rust for new code while maintaining legacy C/C++ [43].

Results (2019-2022):

e Memory safety vulnerabilities dropped from 76% to 35% of severe bugs

e Improvement correlated directly with percentage of new Rust code

e Existing C/C++ was not rewritten—improvement came from new code only

Key Lessons:

¢ Organizations don’t need massive rewrites

o Writing new code in memory-safe languages produces dramatic improvements
over time

e The oldest code (most C/C++) naturally contains the most bugs, but new

Rust code prevents new bugs

Table 2.5: Memory Safety Mechanisms in Modern Languages

Language Mechanism Trade-off

Rust Ownership + Borrow Checker Compile-time checks; learning
curve

Go Garbage Collection Runtime overhead; simpler
model

Java GC + Bounds Checking Runtime overhead; JVM re-
quired

Swift ARC + Optional Types Reference counting overhead

Strategic Migration Guidance <

CISA’s “Memory Safe Roadmaps” [44] recommends:
1. New projects: Default to memory-safe languages
2. Critical components: Prioritize rewriting parsers, network handlers,

crypto in MSLs
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3. Interoperability: Use FFI to integrate MSL components with existing code
4. Metrics: Track percentage of code in memory-safe vs. memory-unsafe lan-

guages

2.8 Synthesis: Connecting the Concepts

The concepts in this chapter form an integrated framework for addressing memory
safety:

1. Spatial and temporal safety define what we’re protecting against

2. Process memory architecture explains why vulnerabilities are exploitable

3. Vulnerability taxonomy (CWE-121, CWE-416, CWE-190) identifies specific
defect patterns

Exploitation mechanics (ROP, heap feng shui) reveal attacker capabilities
Defense-in-depth layers protections from code to hardware

Governance frameworks institutionalize security practices

N ot

Memory-safe languages eliminate root causes

Chapter Summary N

1. 70% of severe vulnerabilities stem from memory safety issues—this is

the dominant attack surface

2. Spatial safety (bounds checking) and temporal safety (lifetime manage-
ment) are the two dimensions of memory safety

3. Stack geometry (downward growth + upward fill) creates the classic over-
flow condition

4. Defense-in-depth requires layering: secure coding + compiler hardening
+ OS protections + hardware features

5. Compliance frameworks (NIST 800-53, SSDF, OWASP) mandate mem-
ory protections

6. Memory-safe languages like Rust eliminate entire vulnerability classes by
design

7. Migration strategy: Write new code in MSLs; rewrite critical components;

track progress over time

Discussion Questions

1. Explain the difference between spatial safety and temporal safety. For each, pro-

vide a specific CWE identifier and describe a real-world vulnerability that exem-
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10.

78

plifies it.

. The stack grows downward on x86 while buffers fill upward. Explain why this

“geometric contradiction” is fundamental to buffer overflow exploitation. Could a

different architecture choice have prevented this class of vulnerability?

. A colleague suggests that using strncpy () instead of strcpy() completely elim-

inates string-related buffer overflows. Critique this claim—what issues remain
with stroncpy()?

. Describe how stack canaries detect buffer overflows. Identify two attack tech-

niques that can bypass canary protection.

. Explain how Return-Oriented Programming allows attackers to execute arbitrary

code without injecting new instructions. Why does ROP bypass NX/DEP pro-

tection?

. Your organization must comply with NIST SP 800-53 SI-16 (Memory Protection).

Design a verification checklist that auditors could use to confirm compliance.

. Compare garbage collection (Go, Java) with Rust’s ownership model as approaches

to memory safety. Analyze the trade-offs for: (a) a real-time embedded system,

(b) a web application backend, (c) an operating system kernel.

. A legacy system written in C processes untrusted network input. The complete

system is 500,000 lines of code. Propose a phased 3-year approach to improving

its memory safety without a complete rewrite.

. Google’s Android team reduced memory safety vulnerabilities from 76% to 35%

by writing new code in Rust without rewriting existing C/C++. Explain the
mathematics behind why this approach works over time.

Intel CET provides hardware-enforced shadow stacks. Analyze how this protec-
tion interacts with: (a) legitimate uses of setjmp/longjmp, (b) exception han-
dling in C++, (c) coroutine implementations. What challenges does this create

for adoption?



